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sented. This relates the length of the smallest feedback with-carry shift reg-
ister to the number of nonzero classical Fourier coefficients of a periodic
binary sequence.
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precise the common observation that a “complex” signal is one wittherew(L) denotes the number of distinct positive prime divisors of
many nonzero Fourier components. L.

Recently, two of the authors have developed an approach to pseuddFhe “error” term2~()=! s sharp, as the following result shows.
random sequences which is basede®dback with carry shift registers The obstacle to obtaining a corresponding lower bound is that it is very
(orFCSR’3[2]. Itis in many ways analogous to the usual theory whicHifficult to estimate the cancelation between the numerator and denom-
is based on linear feedback shift registers. We include here just enoirggtor in the expression = —1(2)/«(2) in Section Ill below. How-
detail of the theory of FCSR's for our current purposes. An FCSR coewer, in Section V we derive a lower bound fdt(.S) based on the
sists of a shift register and a small amount of auxiliary memory. Fapper bound.
any periodic sequencg, the size of the smallest FCSR that generates
S is called the2-adic spanand is denoted by (.S). There is an algo-
rithm which is an analog of the Berlekamp—Massey algorithm. Giv
approximately2\, (S) bits of S, it outputs the smallest FCSR that gen- Do(S) > o (S) + (1 — 6)Qw(b)fl_
eratesS. FCSR’s can be thought of as arithmetic or with-carry analogs
of linear feedback shift registers, and are related to arithmetic codesiso, there exist periodic binary sequencgswith w(L) arbitrarily
much the same way that linear feedback shift registers are relatedaige such that
error-correcting codes. , (L)1

The discrete Fourier transform (described above) does not appear 2(5) <o(S5)—(1—e)2 -
to be the “correct” transform for the study of sequences generated byr
FCSR's, and it is not immediately obvious what the best replacement
should be. In this correspondence, we show that the usual (complex)
Fourier transform is an appropriate vehicle for the study of FCSR se-
quences, and we use it to describe an analog of Blahut's theorem fofhere is a useful polynomial that connects Phadic interpretation
the2-adic span of a sequence. Not only does this give a “shift registest a sequence with the definition of the Fourier coefficients
interpretation for the usual (complex) Fourier transform of a periodic I
binary sequence, but it also adds another entry to the long and growing fla) = Z w
list of parallels between the theory of LFSR sequences and the theory
of FCSR sequences.

Proposition 11.3: Lete > 0. Then there exist periodic binary se-
echuencesS with w( L) arbitrarily large such that

he proof is given in Section IV.

I1l. PRELIMINARIES TO THE PROOF

=0

Here we think off () as a polynomial with complex coefficients. Thus

Il. STATEMENT OF THE RESULT thenth Fourier coefficientigf (¢™) and the associateddadic integer is

In whe_ttfollowswe letS = ao,m,---beaper_ic_)dic binarysequ_ence a=f2)2° + f(2)2F + F(2)2t ... = _Lf(Q)‘ 1)
with period L and let¢ € C be a complex primitivelth root of unity. 2t -1

Definition 11.1; Fork = 0.1,---, L —1, thekth Fourier coefficient lNovv( r;educea to lowest terms, say = —p/q, so that®,(S5) =
H ng q).
'S We need to find a relation betwegnd (£(2),2” — 1) (the greatest
. = i common divisor) and the number of vanishing Fourier coefficients
k= Zai( eC. F(¢*). In fact, we will relate both of these to the polynomial
ged (f(x), 2" — 1) (which by Galois theory has integer coefficients).
The set of Fourier coefficients is tifeurier transform ofS. We denote Let
by o (.5) the number of nonzero Fourier coefficientssf

=0

. ,
The sequencé can be interpreted as the coefficients at-adic g(x) = ged(f(e).«” = 1) and f(z) = g(a)h(z)
integer andz” — 1 = u(x)g(x). First, we claim that(5) = deg (u). Note
oo , thata, # 0 if and only if f(¢™) # 0 if and only if g(¢™) # 0 if
o= Zaﬂ‘. and only ifu(¢™) = 0. The last equivalence follows from the fact that
=0 u(z)g(z) = =" — 1, and so eacliLth root of unity¢™ appears as a

ogjof exactly one ofi(x) andg(x). Note also that.(x) has exactly
eg (u) complex roots, and all are of the for¢ft. Hence the number
of nonzero Fourier coefficients satisfies

Such a series does not converge in the usual sense. Neverthelesd,
set of suctR-adic integers forms a ring . (An elementary review of
the 2-adic integers is presented in [2].) The ri#g of 2-adic integers

contains all the (usual) rational numbers wittd denominatoit turns 5(S) = deg (u). @)
out that, sinceS is periodic, the2-adic integer is in fact a rational °
number, which we may write in lowest terms as Next we boundb» (). Factoringg(2) out of the numerator and de-
. nominator in (1) we obtain
o = — .
q o= —h(2)

Tou(2)
with p andq relatively prime, and) < p < ¢. The2-adic complexity u(2)

is ®2(S) = log,(q). It differs from the2-adic span by the number If 2(2) andu(2) were relatively prime then we would hade (S) =
of memory bits in the FCSR which is, in any case, no more thadng,(u(2)). However, this is not always the case (even though the poly-
log, (®2(S)) and is completely analyzed in [2]. Our main resultis nomialsh(x) andu(x) are relatively prime, as polynomials with ra-

e . tional coefficients.) The best we can say is that
Theorem 11.2: Let S be a periodic binary sequence of perigd I ! ) W yi

Then the2-adic complexity®»(S) is bounded as follows: ®5(5) < log, (u(2)). 3)

Dy(S) < a(S) + gw(l)—t It remains then to bounibg,, (u(2)).
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Recall that the:th cyclotomic polynomial,, () is the minimal poly-
nomial (with integer coefficients) of the primitiveth roots of unity

(that is, the monic polynomial of smallest degree that vanishes on the

complex numbeexp [27¢/n]). Its degree is Euler's phi functiaf(n ),
the number of positive integeys < n that are relatively prime ta.
Recall also [5, Proposition. 13.2.2] that

2t —1= ch(w)

n|L

(wheren|L means that is a divisor ofL).
Sinceu(x) dividesz® —1, itmust be a product of distinct cyclotomic
polynomials

t

u(x) = H Cn ()

7=1

(4)

with n; dividing L. Thus a bound fok, ,(2) leads to a bound for
B,(9).

Proposition 111.1: Letn be a positive integer and let
m = Hp = s(n)
pln

(the product taken over all positive prime diviseref n) denote the
largest square-free integer dividingLetq = n/m. Then

cn(2)

_ 94
1-2 <2¢(n)

<1

if » has an even number of distinct positive prime divisors, and

n(2)

_ 9 4q —1
1< Sa(n) <(1-2719)

if » has an odd number of distinct positive prime divisors.
Proof: Recall the Moébius functiom, which is defined for posi-
tive integersn by
n(n) = (=1)*, if n is square-free and hasdistinct positive
prime factors, and

=0, otherwise

Following are four basic properties pf(see [5, Sec. 2.2]).

1
2) pu(ab) = pla)p(d) if a andb are relatively prime.

3) > ju(n/j) = o(n).

iln

4y c,(x) = TI(2? —

iln

0,
1

ifn>1
if n =1.

> on) =

iln

1) /)

The fourth property is obtained by applying the Mdbius inversion for-

mula [5, Sec. 2.2] to the relatiorl” — 1 = [, ca(x).
The fourth and third properties imply that

Cn( ) — H(Q] _ l)u(n/]) — 2¢'(7l) H(l _ 27j)u(n/j)

iln

2

iln

so it remains to estimate the latter product. We first need the following.

Lemma lll.2: Letd > 1 and let0 < = < 1/2. Then

oo

I[[I a-2)>1-2"

j=d+1

689

Proof: The logarithm of the left-hand side can be expanded as
SETETOEE S Dk
j=d+1 i=1 j=d+1 !
Since
Z NG < 2 < £
j=d+1 k=id+1

with both inequalities being equalities only wher- 1 andx = 1/2,
we obtain

oo oo

Z In(1—a2"T") > —Z

j=d+1 i=1

Iid

In(1 - 2%).

i

This yields the lemma. O

Returning to the proof of Proposition 3.1, assumehas an even
number of distinct positive prime factors, gom) = 1. Letq = n/m.
Recall thatu(n/j) # 0 only whenn/j is square-free, which is equiv-
alent tog dividing j. Write ; = ¢k. The conditionj|n becomesk|m,
and we have

H(]_ _ Q*J)H(n/J) _ H(l _ 27qk)u(7n/k)-

jln k|m

The first factor in this product ig1 — 27%)*(") = 1 — 277, The
remaining product is bounded above by

(1-27"<c(1-—2797!
k=2
by Lemma 3.2. This yields

cn(2)
2¢(n)

=JJa -2 <1

iln
To get a lower bound, note that the first nontrivial factor in
H(1 _ 2—ql~‘)/1,(777,//¢)
k|m

is whenk = 1 and the second is whehnis the smallest positive prime
factorp of m. Sincem has an even number of positive prime factors,
m/p has an odd number of positive prime factorsuge:/p) = —1.
The product for the remaining values/ofs bounded below by

[Ja-27")> @ —27m).
k>p

This yields

cn(2)
25(n)

>(1—-2"9)(1—-2"")""(1-279%)

which yields the result.
The case whem: has an odd number of positive prime factors is
similar. O

Proposition 111.3: Fix a positive square-free integer > 1. Then

)=t

and all terms in the sum have the same sign.

en(2)
2¢(n)
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Proof: The fact that all terms have the same sign follows imme- IV. PROOF OFTHEOREM 2.2
diately from Proposition 3.1.
Observe that two integers andn have exactly the same prime fac-
tors if and only if each divides a power of the other. For simplicity, we t
write m|n* to mean thatr divides some power of. For a square-free log,(u(2)) = Z log, (cn;(2))
integerm, this is equivalent ton|n. j=1

It follows from (2) that

Now fix a positive squarefree integer. We haves(n) = m if and ¢ cn, (2)
only if m|n andn|m®. Moreover, a positive integeroccurs as/m = Z <¢’("i) + log, <—2¢(nj) ))
for somen with s(n) = m if and only if ¢|m°. J=1
As in the proof of Proposition 3.1 ‘ cn;(2)
= deg(u) + Zlog2 = ) -
(2) Jj=1 200n)
Cn _ _ o—ja\u(m/j)
26(n) H(l 27 Lets(n;) = m;. Let E andO denote the sets of positive square-free
alm divisors of L with u(m;) = 1 andu(m;) = —1, respectively. We
obtain

whereq = n/m. Therefore,

d(n ;)
ijO 278

H ‘27;)53)) _ H H(l _ 271’q‘)ﬁb(m/j)_
s(n)=m * qlmee jlm since the terms withn; € E are negative by Proposition 3.1. If there
are two or moree; with the samen ;, then group them together. We
obtain a subsum of the sum in Proposition 3.3. Since all the terms in
the sum of Proposition 3.3 are positive, the proposition gives the upper
bound of1 for our subsum. By Lemma 3.4, there are at st 1
distinct values ofn; € O. Therefore,

We want to rewrite this product as a product of factfrs— 27%),
each occuring to some power. No such factor occurs more #han
(actually, no more than the number of positive divisors:of since
each occurence corresponds to a distinct divisaf k. Moreover,
12, (1—27%)™ converges to a nonzero number. Therefore, the above

w(L)—1
products converge “absolutely” (i.e., their logarithms are absolutely )

log,(u(2)) < deg (u) + 2

gqnvergent ser?es_), so the rearrangement of the factors in the aboverifisgrem I11.2 then follows from (2) and (3). 0
finite products is justified. - o ) -

Next we determine the exponent with which a fadtbr- 27%) oc- Proof of Proposition 11.3: We finish by proving Prop05|t|or_1 11.3.
curs. The integel occurs as a produgy, with ¢|m> andj i, exactly Let NV be a na}ural number and Ipt < p. < --- < pnx be primes
whenk|m . Fix such &. The conditionk = j¢ automatically implies such thatt —2"~*" > 27 . Letl = pipa--pN and letny, ««+, ny
q|lm®. The values of that yieldk (i.e.,k = jq for somey) are there- run th{foulgh all positive divisors o such thatu(n;) = —1. Then
fore exactly those that satisfy bofvn. andj|k. This is equivalentto ¥ = 2"~ by Lemma 3.4. Let
jlged (m, k). Therefore, the factdrl — T’C) occurs in the last product —1 —p
with exponent = — = —

P a2 en(2) 4
Z p(m/j). in the notation of Section Il, and I&& be the corresponding periodic
ilaedCm k) binary sequence. Then
Write . = ged (m, k)m'. Sincem is square-freegced (m, k) andm’ 7(5) = chg eny (X) = Z o(ni)
are relatively prime, sp.(m/j) = u(ged (m,k)/j)u(m’), by Prop- ! ‘
erty 2 of . Therefore, we obtain and

p(m') Z p(ged (m,k)/j) =0, whenged (m, k) # 1 8(8) = lZlogz (ens(2)).

jlged (m k)
We have
by Property 3 ofy, sinceged (m, k)/j runs though all the positive cn;(2) H(l _ gyl
divisors ofgcd (m, k). Sincek|m>, we haveged (m, k) = 1 if and 26(ni) fry
only if £ = 1, which corresponds tp = j = 1. Therefore, the product I i .
reduces to >(1-2"" H(1—2 7
JjZp1
(1- 2*1)H(m) — 2*#("1)' > 2(1 — 217191) by Lemma 3.2
> 21—6.
This completes the proof of Proposition 3.3.
Therefore,

Lemma lll.4: Any integer L > 1 has 2°C(4)~1 positive
square-free divisors with an odd number of positive prime factors.
Proof: The positive square-free divisors 6fare in one-to-one
correspondence with the subsets of the set of positive prime divisors
of L. There are2*") such subsets in all, half of which have everSinceN = w(L), we are done. The proof of the second half of Propo-
cardinality. [0 sition 2.3 is obtained in a similar way by using with p(n;) = 1. O

B2(5) > 3 (6(n) + (1= ) = 0(8) + (1 - )2V,
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In this section we derive a lower bound f@(.5) using the upper
bound in Theorem 11.2. Lel” = by, b1, --- be the sequence derived

V. LOWER BOUNDS A Lower Bound on the Linear Span of an FCSR

Changho Seo, Sangjin Lee, Yeoulouk Sung, Keunhee Han, and
Sangchoon Kim

from S by complementing the first bit in every period. That is,

We let

b = { 1-—as, if L] Abstract—We have derived a lower bound on the linear span of a binary
C T ) s else sequence generated by a Feedback with Carry Shift Register (FCSR) under
’ the following condition: g is a power of a prime such thatg = r°(e >
2) and » (= 2p + 1), where both » and p are 2-prime. This allows
us to design FCSR stream ciphers similar to previously proposed Linear
Feedback Shift Register (LFSR) stream ciphers.

B= Z bi2 Index Terms—Feedback with carry shift register (FCSR), linear feed-
=0 back shift register (LFSR), linear span,2-adic span.

be the2-adic integer associated wiffi. We have

for some integers, y, andz with wy = 2 — 1. T is periodic so, by
Theorem [I.2

. I. INTRODUCTION
b=—zx/y=—zw/(2" -1 L . . . .
oy vw/( ) The forthcoming information society requires ultra-high speed data

communications. It also demands the communication channel to be
secure. One of the most common technology is to use stream cipher.
Hence the development of a good random number generator has been a
hot topic in cryptology. Linear Feedback Shift Register (LFSR) [2] has

®(T) < o(T) + 2271, .
(T) <o(D)+ been widely used as fast random number generators. A good stream

For the Fourier coefficients aF we haveb, = 1 — 2ao + . For ~ €ipher [1], should have good randomness, high period, linear span,
any integer, we let and security against any known attack such as correlation attack. The

Then we have

size of the smallest LFSR that generates a given periodic sequence is
called the linear span; it is an important measure of the cryptographic
security of sequences. Such a shift register may be found efficiently
using Berlekamp—Massey algorithm [1], which may be interpreted as
the continued fraction expansion ffz)/g(x) in the ringZ/(2)[«] of
formal power series. Thereby, LFSR has some weakness with respect
to the linear span.

0.(S) = |{k: ar # ¢}

(T(T) = 0'172610(5).

To estimate the-adic complexity ofl’, note that In 1994, Klapper and Goresky [4] proposed a new type of random
number generator called Feedback with Carry Shift Register (FCSR).

p 1 - 2ag 1—2ag + pz This register is equipped with an algebraic framework for analysis anal-
f=a- 9L _1 T 9L _71 ogous to that that in LFSR. This algebraic structure is based on algebra

over the2-adic numbers [6] in which the sequences generated by FCSR

Thusl —2aq+pz = zw. Sincel — 2a, is plus or minus one, it follows can be analyzed, in the same way as the algebra over finite fields can
that is relatively prime tow. However,z divides2” — 1 = yw, soz  be used to analyze LFSR sequences.

dividesy. Hence In this correspondence, we have derived a lower bound on the linear
span of a binary sequence generated by a Feedback with Carry Shift

By (T) = log,(y) > log,(z) = log,((2" — 1)/q) Register (FCSR) with connection integger ¢ is a power of a prime

such thayy = r°(e > 2) andr (= 2p + 1), where both- andp are

We have proved the following lower bound.

= log, (2" — 1) — log, (¢). 2-prime.

In Section I, we briefly review FCSR and derive the linear span of
an FCSR in Section lll. Finally, Section IV contains the conclusion.

Theorem V.1:Let.S be a periodic binary sequence of periodrhen

(1

B5(S) > log, (28 — 1) — 01249 (S) — 2971,
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