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Random Primes and 
Communication Complexity

Earth has huge file X that she 
transferred to Moon. Moon gets Y.

Earth: XEarth: X Moon: Y

X = 0111100000111…X = 0111100000111…

Transmission might have errors

Earth has huge file X that she 
transferred to Moon. Moon gets Y.

Earth: XEarth: X Moon: Y

Did you get that file ok? Was the Did you get that file ok? Was the 
transmission accurate? X=Y?transmission accurate? X=Y?

Uh, yeah.

Reliable channel

Reliable channel

Earth has huge file X that she 
transferred to Moon. Moon gets Y.

Earth: XEarth: X

n bitsn bits

Moon: Y

n bits

Send some messageSend some message

Send 1 if X=Y and 0 if X≠Y

Earth has huge file X that she 
transferred to Moon. Moon gets Y.

Earth: XEarth: X

n bitsn bits

Moon: Y

n bits

One option: send X One option: send X 

(n bits)(n bits)

Send 1 if X=Y and 0 if X≠Y

Crazy! Because we could 
have sent X over the 

reliable channel to begin 
with. This takes too long!

Earth has huge file X that she 
transferred to Moon. Moon gets Y.

Earth: XEarth: X

n bitsn bits

Moon: Y

n bits

Send fewer than n bits?Send fewer than n bits?

Some binary string X’Some binary string X’

Send 1 if X=Y and 0 if X≠≠≠≠Y

We will show 
Earth must send 
n bits for some X!
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Suppose (for contradiction) that for 
each X Earth can send  k<n bits

Earth: XEarth: X

n bitsn bits

Moon: Y

n bits

X’ on k bitsX’ on k bits

Send 1 if X=Y and 0 if X≠Y

Suppose that for every n bit 
file X, there is some summary 
X’ on <n bits that Earth can 
send to Moon and Moon will be 
able to determine whether 
X=Y just by looking at X’.

All 2n values of X

0000…0

0000…1

1111…0

1111…1

…

…

…

n bits

All ? values of X’

0

01

1111…0

1111…1

…

…

…

<n bits

Suppose that for every n bit 
file X, there is some summary 
X’ on <n bits that Earth can 
send to Moon and Moon will be 
able to determine whether 
X=Y just by looking at X’.

How many binary strings of length < n are there?

2 of length 1, 4 of length 2, …, 2i length i, …, 2n-1 of length n-1

2 + 4 + … + 2n-1 = 2n - 2 
possible values for X’

By induction

Suppose that for every n bit 
file X, there is some summary 
X’ on <n bits that Earth can 
send to Moon and Moon will be 
able to determine whether 
X=Y just by looking at X’.

All 2n values of X

0000…0

0000…1

1111…0

1111…1

…

…

…

n bits

All 2n-2 values of X’

0

01

1111…0

1111…1

…

…

…

<n bits

Every X must be 
mapped to its own X’.
Otherwise, Moon will 
not be able to answer 

correctly.

All 2n values of X

0000…0

0000…1

1111…0

1111…1

…

…

…

n bits

All 2n-2 values of X’

0

01

1111…0

1111…1

…

…

…

<n bits

Every X must be 
mapped to its own X’.
Otherwise, Moon will 
not be able to answer 

correctly.

Suppose X1 and X2 both map to X’. 
Moon received Y. 
Earth sends X’ to Moon.
Moon can’t tell whether X’ is 
summarizing X1 or X2.
So whatever he sends as his 
answer can be incorrect.

X1

X2

X1 or X2

X’         

All 2n values of X

0000…0

0000…1

1111…0

1111…1

…

…

…

n bits

All 2n-2 values of X’

0

01

1111…0

1111…1

…

…

…

<n bitsEvery X mapped to its own X’. 

But this is impossible because there 
aren’t enough X’s to cover all Xs!

PIGEONHOLE PRINCIPLE
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THE PIGEONHOLE PRINCIPLE

If you put 6 pigeons in 5 holes 
then at least one hole will have 

more than one pigeon

THE PIGEONHOLE PRINCIPLE

If you put 6 pigeons in 5 holes 
then at least one hole will have 

more than one pigeon

THE PIGEONHOLE PRINCIPLE

If you put more than n pigeons 
in n holes then at least one hole 
will have more than one pigeon

…

All 2n values of X

0000…0

0000…1

1111…0

1111…1

…

…

…

n bits

All 2n-2 values of X’

0

01

1111…0

1111…1

…

…

…

<n bitsEvery X mapped to its own X’. 

X1

X2

PIGEONHOLE PRINCIPLE:
We can’t map all 2n Xs to X’s of length < n. 
Earth will need to send n bits to Moon for 

some X.

Earth has huge file X that she 
transferred to Moon. Moon gets Y.

Earth: XEarth: X

n bitsn bits

Moon: Y

n bits

send X send X 

(n bits)(n bits)

Send 1 if X=Y and 0 if X≠Y

Optimal thing to do

Are X and Y the same n-bit numbers?

p = random 2logn bit prime
Send (p, X mod p)

Answer to “X Answer to “X ≡≡ Y mod p ?”Y mod p ?”

Earth: XEarth: X Moon: Y

Crazy prime number scheme

4log n bits
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Picking A Random Prime

Many modern cryptosystems (e.g., RSA) 
include the instructions:

“Pick a random n-bit prime.”

How can this be done efficiently?

Gauss

Let π(n) be the 
number of primes 
between 1 and n. 
I wonder how fast 

π(n) grows? 

Legendre

Their estimates

x pi(x) Gauss' Li Legendre x/(log x - 1)

1000 168 178 172 169

10000 1229 1246 1231 1218

100000 9592 9630 9588 9512

1000000 78498 78628 78534 78030

10000000 664579 664918 665138 661459

100000000 5761455 5762209 5769341 5740304

1000000000 50847534 50849235 50917519 50701542

10000000000 455052511 455055614 455743004 454011971

Gauss

Let π(n) be the 
number of primes 
between 1 and n. 
I wonder how fast 

π(n) grows? 

Conjecture [1790s]: ( )lim 1/ lnn

n

n n

π
→∞

=

Legendre

For 
large n
π(n) is 
roughly 
n / ln n

J-S Hadamard

Two independent
proofs of the 
Prime Density 
Theorem [1896]:

( )lim 1/lnn

n

n n

π
→∞

=

De la Vallée Poussin

The Prime Density Theorem

This theorem remains one of the celebrated 
achievements of number theory. 

In fact, an even sharper conjecture
remains one of the great open problems of 

mathematics!

Numbers 1..n

Primes < n
~ n/ln n
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Riemann

The Riemann 
Hypothesis [1859] ( ) / lnlim 0
n

n n n

n

π
→∞

−
=

π(n) – n / ln n << √n

For Computer Science, a much 
easier bound suffices:

π(n) ≥ n/(2 log n).

If we pick a random number 
between 1 and n, the probability 
it is prime is π(n)/n ≥ 1/(2 log n).

A random k bit number has at least a 
1/(2k) chance of being prime. 

A random k bit number is a 
random number from 1..2k

π(2k) / 2k ≥ 1/(2k)

means that a random 
k-bit number has 

at least a 1/(2k) chance 
of being prime.

π(n)/n ≥ 1/(2 log n).

Really useful fact

A random k-bit number has at least 
a 1/(2k) chance of being prime.

So if we pick So if we pick 2k random k2k random k--bit numbersbit numbers

the expected number of primes on the the expected number of primes on the 
list is list is at least 1at least 1

Picking A Random Prime

Many modern cryptosystems (e.g., RSA) 
include the instructions:

“Pick a random n-bit prime.”

How can this be done efficiently?

Picking A Random Prime

“Pick a random n-bit prime.”

Strategy:

1) Generate random n-bit numbers

2) Test each one for primality 
[this can be done efficiently!]
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Picking A Random Prime

“Pick a random n-bit prime.”

1)Generate kn random n-bit numbers

Each trial has a ≥ 1/(2n) chance of being prime, 
and < (1-1/(2n)) chance of being composite.

Pr[ all kn trials yield composites ]

≤ (1-1/(2n))kn ≤ 1/ek/2

Exponentially 
small

Picking A Random Prime

“Pick a random n-bit prime.”

Strategy:

1) Generate random n-bit numbers

2) Test each one for primality 

For 1000-bit primes, if we try out 10000 random
1000-bit numbers, chance of failing ≤ e-5 < 0.007

Moral of the story

Picking a random prime is 
“almost as easy as”

picking a random number.

(Provided we can check for primality…)

Earth has huge file X that she 
transferred to Moon. Moon gets Y.

Earth: XEarth: X Moon: Y

Did you get that file ok? Was the Did you get that file ok? Was the 
transmission accurate?transmission accurate?

Uh, yeah.

Are X and Y the same n-bit numbers?

p = random 2log n-bit prime
Send (p, X mod p)

Answer to “X Answer to “X ≡≡ Y mod p ?”Y mod p ?”

Earth: XEarth: X Moon: Y

Why is this any good?

Easy case:

If X = Y, then X ≡ Y (mod p),

so if X ≠ Y (mod p), then X ≠ Y.

Answer to “X Answer to “X ≡≡ Y mod p ?”Y mod p ?”
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Why is this any good?

Harder case:

What if X ≠ Y but we got X X ≡≡ Y mod p Y mod p ? 

Recall: X ≡≡ Y mod p only when p | (X-Y).

We mess up only if p | (X-Y).

Answer to “X Answer to “X ≡≡ Y mod p ?”Y mod p ?”

We mess up only if p | (X-Y).

Define Z = (X-Y). To mess up, p must divide Z.

Z is an n-bit number.

⇒ Z is at most 2n.

Any prime ≥ 2.

2n > Z = p1*p2*…*pt

Hence t < n and Z has at most n prime factors.

≥ 2*2*…*2 = 2t
Let Z have t prime factors.

Almost there…

Z has at most n prime divisors.

How many 2logn-bit primes are there?

⇒ at least 22logn/(2*2logn) = n2/(4logn) >> 2n

2log n-bit primes.

At most half of them can be divisors of Z = X-Y.

π(N) ≥ N/(2 log N).

Theorem: Let X and Y be distinct
n-bit numbers. Let p be a random 

2logn-bit prime.

Then
Prob [X = Y mod p] < 1/2

Earth-Moon protocol makes mistake
with probability at most 1/2!

Crazy protocol messes up only if p | (X-Y).

Are X and Y the same n-bit numbers?

p = random 2log n-bit prime
Send (p, X mod p)

Answer to “X Answer to “X ≡≡ Y mod p ?”Y mod p ?”

Earth: XEarth: X Moon: Y

If answer is NO, answer is NO, 
then X then X ≠≠ Y.Y.

If answer is YES, If answer is YES, 
X=Y with X=Y with 

probability > ½.probability > ½.

Are X and Y the same n-bit numbers?

EARTH: XEARTH: X MOON: YMOON: Y

Pick k random 
2logn-bit primes: P1, P2, .., Pk
Send (Pi, X mod Pi) for 1 ≤ i ≤ k

1 if “X = Y mod Pi” for all i

0 if “X ≠ Y mod Pi” for some i
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Exponentially smaller error probability

If X=Y, 

then X = Y mod Pi for all i, so 

Moon always says YES.

If X ≠ Y,

Prob [X = Y mod Pi for all i] ≤ (1/2)k

so Moon says YES with tiny probability (1/2)k

and Moon says NO with probability > 1- (1/2)k

When k=10
(1/2)k < 0.001,
1- (1/2)k > 0.999

Are X and Y the same n-bit numbers?

EARTH: XEARTH: X MOON: YMOON: Y

Pick k random 
2logn-bit primes: P1, P2, .., Pk
Send (X mod Pi) for 1 ≤ i ≤ k

k answers to “X = Y mod Pi ?”

If answer is NO, answer is NO, 
then X then X ≠≠ Y.Y.

If answer is YES, If answer is YES, 
X=Y with probability X=Y with probability 

> 1 > 1 -- 1/21/2kk..


