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Abstract

A desimable goal for cryptagraphicprotocolsis to guar-
anteesecuritywhenthe protocol is composedwith other
protocolinstancesUniversally Composable (UC) protocols
provide this guaranteein a strong sense:A protocol re-
mainssecue evenwhencomposedoncurentlywith anun-
boundedhumberof instanceof arbitrary protocols.How-
ever, UC protocolsfor carryingoutgenerl tasksare known
to exist only if a majority of the participantsare honestor
in thecommon reference string (CRS) model where all par-
ties are assumedo haveaccessto a commonstring that
is drawn from somepre-de neddistribution. Furthermoe,
carrying out manyinterestingtasksin a UC mannerand
without honestmajority or set-upassumptionss impos-
sible, evenif ideally authenticateccommunicatioris pro-
vided.

A natural questionis thuswhetherthere exist motre re-
laxedset-upassumptionshan the CRSmodelthat still al-
low for UC protocols.We answerthis questionin the afr -
mative:we proposealternativeandrelaxedset-upassump-
tionsandshowthatthey sufce for reproducingthegenel
feasibilityresultsfor UC protocolsin the CRSmodel.These
alternativeassumptionsavethe avor of a “public-key in-
frastructue”: parties haveregistered public keys, no sin-
gle registration authority needsto be fully trusted,and no
single pieceof informationhasto be globally trustedand
available In addition, unlike knownprotocolsin the CRS
model,the proposedprotocolsguaranteesomebasiclevel
of securityevenif the set-upassumptioris violated.

1. Intr oduction

Designing protocols that guaranteesecurity in open,
multi-protocol, multi-party execution ervironmentsis a
challenging task. In such ervironments a protocol in-
stanceis executedconcurrentlywith an unknovn number
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of instancef the protocol,aswell asarbitraryotherpro-
tocols. Indeed, it has beendemonstratedime and again
that adwersarially-coordinatedhteractionsbetweendiffer-
entprotocolinstancesancompromisehe securityof pro-
tocols that were demonstratedo be securewhenrun in
isolation(see,e.g.,[GK90, DDN0O, KSW97, DNS9g]). A nat-
ural way for guaranteeingsecurity of protocolsin such
complex execution ervironmentsis to require that pro-
tocols satisfy a notion of security that provides a gen-
eral secue composabilityguarantee.That is, it should
be guaranteedthat a secure protocol maintainsits se-
curity even when composedwith (i.e., runs alongside)
arbitrary other protocols.Such a generalnotion of secu-
rity is providedby theuniversally composable (UC) security
frameawork [co1], which provides a very general com-
posability property: A secureprotocol is guaranteedo
maintain its security (in the senseof emulating an ide-
ally trustedandsecureservice)evenwhenrun concurrently
with multiple copiesof itself, plus arbitrarynetwork activ-
ity.

However, such strong securecomposabilityproperties
come at a price: Carrying out mary interestingcrypto-
graphictasksn theUC frameawork hasbeernshavn to beim-
possiblein the plainmodel,unlessa majority of the partici-
pantsarecompletelyhones{co1, CFo1, CKL03]. Theimpos-
sibility holdsevenif ideally authenticate&ommunication
is guaranteedFurthermorejt hasbeenshovn [L03, L04]
thatthis impossibilityis not a resultof technicalcharacter
istics of ary particularframework; rather they areinherent
to the strongcomposabilityrequirements.

In light of theseresults,researcherhave turnedto con-
structingprotocolsundersomesetupassumptionsSpeci -
cally, the commorrefeencestring (CRS)modelwasused.
In this model, originally proposedn [BFmsg], all parties
have accesgo a commonstring thatwasideally drawn
from some publicly known distribution. (In the case of
[BFmsg], thiswasthe uniform distribution.) It is furtheras-
sumedthatno secretinformationcorrelatedwith this string
is known. (It can be thoughtof asif this string is pub-
lished by some*“trusted dealer”that plays no further part
in the protocolexecution).Several strongfeasibility results



areknown in the CRS model.In particular it was shavn

that practically ary functionality canbe realizedby a UC

protocolin the CRSmodel,with ary numberof faults,as-
sumingauthenticatedommunicatiorfcFo1, cL0s02]. Fur

thermore, non-interactre UC Zero-Knowledge protocols
wereconstructedn the CRSmodelmodelundersimilar as-
sumptions(and assumingsecuredataerasureis possible)
[DDO 01, cLOS02].

Drawbacks of the CRS model. Securityin the CRSmodel
dependsn acrucialway onthefactthatthe commonstring
is chosenproperly That is, the model provides no secu-
rity guarantees thecasethatthecommonstringis chosen
from a differentdistribution thanthespeci edone,or when
some“secrettrapdoorinformation” correlatedwith theref-

erencestringis leaked. In fact,in mostexisting protocolsin

the CRSmodelthe securityproof actually providesan ef-

cient strateyy for completelybreakingthe securityof the
protocolwhenthereferencestringcanbechosernin amali-

ciousway. In particular if the CRSis choserby asingleen-
tity thenthis entity could, if it wished,readsensitve data,
forge proofs,andin generalcompletelyunderminethe se-
curity of the protocol,all in a way thatis undetectabldy

the honestparties.This meanghatthe naive way of realiz-
ing the CRSmodelby letting a singleentity chooseheref-

erencestringforcesall the participantgdo put absoluterust
in this entity.

Our approach.We reproducehe above feasibility results,
provenin the CRSmodel,in a numberof alternatve mod-
els(or, “set-upassumptions”)The mainadwantageof these
alternatve modelsis thatthey arerealizablen waysthatre-

ducethetrustthatthe participantsneedto putin otherenti-

ties. All thesemodelshave a commontheme:They avoid

the needthat all participantsin a protocol execution put

completetrustin a singleentity, or asinglereferencestring.

Insteadweadoptatrustmodelthatsomevhatresembleghe
trust model of a “public-key infrastructuré€. Thatis, each
party registersa “public key” with a “registrationauthor

ity” thatit trusts.In orderto engagein a joint computa-
tion, the participantsobtainthe public keys of eachother
from the respectie authorities.The trust that eachpartici-

panthasto putin otherauthorities gxceptfor the authority
it is registeredwith, is quite minimal; thusno singleentity

needgo be completelytrustedby all participantsOur pro-

tocolsdo not requirepartiesto keepary secretdatathatis

associatedith their publickeys. Furthermorethey arenat-

urally alignedwith the standardrustmodelof a public-key

infrastructurethatis anyhow neededor obtainingauthenti-
catedcommunicationThey alsoprovidesbetter“plausible
deniability” properties.

Our resultsin more detail. We rst formulatea “key reg-

istration (KR) service” that capturesthe “minimal com-
mon denominator’of several set-upscenariosThatis, we

demonstraténow this servicecan be realizedin eachone

of thesescenariosThen, we shov how to reproducethe
aboveresultsgiventhis service All ourresultsholdin face
of any numberof adaptvely corruptedparties(Technically
theKR serviceis capturedasan“ideal functionality” within

the UC framework. Seedetailswithin.)

The key registrationserviceis parameterizethy a func-
tion (representinga methodfor de-
riving the public key from a seedthatrepresentshe secret
key), and providesroughly the following “ideal services”.
Any partycanregisterwith theKR serviceandobtainapub-
lic key in return.In a“normal’” registrationprocessthereg-
istering party obtainsa public key for someuni-
formly chosen thatis known only to the service.(Such
keys are called safe.) In addition, a corruptedparty may
provide the servicewith ary arbitrary andhave its pub-
lic key setto . (Suchkeys arecalledwell-formed.) Fur
thermore,uniquenes®f keys is not guaranteedthe pub-
lic key of ary party may be setasequalto the public key
of ary otherparty, subjectto the solerestrictionthathonest
partiesareassignedafekeys. Partiesmay alsohave multi-
ple keys. Wheneer a party asksthe servicefor the public
key of anotheparty, theservicereturnsoneof thekeysreg-
isteredfor thatparty.

This formulation of the KR serviceprovidesrelatively
weak securityguaranteedo users.lt captureseithera sin-
gleentitythatprovideskeysto all parties(suchasin thecase
of aCRS),or acollectionof separatentities,whereno sin-
gle entity is trustedby all parties.The differencebetween
the powersof honestandcorruptedregisteringparties,and
the ability to copy keys, modelsthe fact that a party can
put lesstrustin registrationserviceschosenbe other par
tiesthanit canputin its own registrationservice.Specif-
ically, a party cantrustonly its own key to be safe.Other
keys maybeonly well-formed.

We shav how to realize ary ideal functionality given
a KR servicewith an appropriatechoiceof the derivation
function . Ourconstructionarenaturaladaptation®f the
[cFo1, cLOS02, DNO2] constructionsandrely on the same
cryptographia@ssumptionsie alsoshov how to construct
non-inteactiveUC Zero-Knowvledgeprotocolsgivena KR
servicewith anappropriate . Hereour constructionis quite
differentthanexisting ones,asno naturalextensionof the
existing constructionseemso work.

We shaw that the KR servicecan be easily realizedin
anumberof naturalsettings(or, trustmodels).A rst such
modelis the CRSmodelitself (thusdemonstratinghatthe
KR servicemodelis indeedarelaxationof theCRSmodel).
Othertrustmodelsincludea numberof “PKI-lik ” settings
wherethe partieshave accesdo registrationauthoritiesthat
eitherchoosepublic keys for the registeringparties,or al-
ternatively expecttheregisteringpartyto exhibit the secret
seedthat correspondgo the registeredpublic key. These
modelsconstitutea sequenceavherethetrustin theregistra-



tion authoritieshecomesvealer andwealer. Seedetailsin
Section3.

Our trust assumptionsshould be contrastedwith the
more standardrustassumption®n registrationauthorities
for the purposeof providing authenticatedommunication.
(Theseassumptionsre formalized within the UC frame-
work in [co4], whereit is alsoshovn thatwithout trustas-
sumptionsio authenticatedommunications possible. Es-
sentially for the purposeof providing authenticatedcom-
munication,the registrationauthority shouldsimply regis-
tertheregistrantsidentity togethemwith a public valuethat
is providedby theregistrant,andsupplytheregisteredoub-
lic key of any partyuponrequestThis is a strictly wealer
trustassumptiorthanthatthe KR service However, for the
purposeof guaranteeinquthenticationt is essentialthat
the keys of eachtwo honestpartiesaredifferentfrom each
other and furthermorethat eachparty maintainsa secret
key associatedvith its public key. In contrast,in our case
thekeys of honestpartiescanbeidenticalandno secretin-
formationrelatedto thosekeys needgo beknown.

Finally, we considetthe casewherepartieshave no trust
whatso®er in the registrationservicesusedby other par
ties. (This setting can be thoughtof as the settingwhere
eachparty runsits own registrationservicewhich registers
only itself.) Herewe're backin the plain modelof compu-
tation,thusUC computationis in generalimpossible.Yet,
our protocolsstill provide somesecurityguaranteesSpecif-
ically, we demonstratéhatthey remainsecurewith respect
to the standardnotion of stand-alonesecurity(asin, say
[coa)).

Our TechniquesWe usetwo differenttypesof techniques:
onefor realizinggenerafunctionalities(i.e.,re-establishing
the [cLOs02] results),and anotherfor constructingnon-
interactive UC Zero-Knaovledgeprotocols. We sketchthem
in order Recallthatthe [cLOS02] generalconstructionfor
realizingary idealfunctionality proceedsasfollows. First,
aUC Commitmenprotocol,i.e. aprotocolthatrealizesthe
ideal commitmentfunctionality, is constructedNext, ary
functionality is realizedgiven ideal commitment.It thus
sufces for our purposeto demonstraténow to realizethe
ideal commitmentfunctionality in our model. Recall that
the ideal commitmentfunctionality comesin two avors:

, which handlesa single commitment,and ,
which handlesmultiple commitmentsWe concentrateon
the more challengingtask of realizing ; this allows
usto run multiple commitmentgand,consequentlymulti-
ple copiesof our protocolsfor realizingary functionality)
usingasinglepublic key perparty.

Our startingpoint is an obsenation that existing proto-
cols for realizing in the CRS model actually use
the CRSfor two separat@urposescalledextractabilityand
equivocation(A sketchof thesepropertiesappearsvithin.)
Furthermorethe CRSconsistof two separat@arts,where

eachpartis usedto guarante@nly oneof the propertiesFi-
nally, extractabilityis a concerronly whenthe committeris
corrupted andequivocationis a concernonly whenthere-
ceiveris corruptedlt thusseemsnaturalto “split” the CRS
betweerthe public keys of the committerandthe recever,
whereeachparty holdsthe correspondingpart. Thatis, the
public key of eachpartywill consistof a partguaranteeing
extractability for the commitmentsvhereit playsthe com-
mitter, plus a part guaranteeingequivocationfor the com-
mitmentswhereit playstherecever. We show thatthis ap-
proachworks,modulosometechnicalcomplicationsin an-
other “twist,” taken from [DN02], we shov how to realize

in a settingwhereonly the committerhasa regis-
teredpublic key.

Next we sketch our approachfor constructingnon-
interactve UC Zero-Knowledge protocols. Here the
exiting protocolsare not so naturallyamenableo separat-
ing the CRS. Speci cally, all known constructionsisethe
so-called‘hiddenbit model” (seee.g.,[GoL01]), wherethe
samestring is usedto guaranteghe concernsof both par
ties, i.e. extractability and simulatability We thus propose
a new construction,that allows for such separation:Es-
sentially the partieswill run the ZAP protocol of [DNo00],
where the verier's challengeis included in its pub-
lic key. In addition,theveri er' spublickey will containad-
ditional informationthat guaranteesimulatability andthe
prover's public key containsinformation that allows ex-
tractingthewitness.

Obtaining plausible deniability. An intriguing propertyof

traditional zero-knavledgeprotocolsin the plain modelis

thattheinteractionis “deniable”for the prover, in thesense
thatthe veri er cannotlater “convince” a third party;, who

did not witnessthe interaction, that the interactiontook

place.Essentiallythisis sosincetheveri er can,usingthe

simulatorguaranteedby the zero-knavledgeproperty gen-
eratea valid-lookingtranscriptof aninteractionevenwhen
the veri er never actually interactedwith the prover. The

crucial property hereis that there exists a simulator that
needsonly informationthatis locally known to the veri-

er. We call this propertyself simulatability, andgeneralize
it in a naturalway to two-partyprotocolsfor ary task?!

Interestingly zero-knavledge and other secure two-
party protocols in the CRS model are not necessar
ily self-simulatablesincethat modelallows the simulator
to use“trapdoorinformation” on the CRSthatis not avail-
ableto the partiesin a real execution.Furthermorenone
of theknown zero-knavledgeandgenerattwo party proto-
colsin theUC framework areself-simulatable.

1 Wedonotusethetermadeniability®sinceit meandlifferentthingsin
differentcontets. For instancejn the contet of encryptionandvot-
ing, deniability meansthe ability of the senderof data(or voter) to
equiocateits local dataandrandomnessvenwhenthe true commu-
nicationtranscriptis known (seee.g.[BT94, CDNO97]).



Our constructions,both of UC non-interactie zero-
knowledge and of protocolsfor realizing ary two-party
functionality, are self-simulatabldor someof the instanti-
ationsof the KR service.(Speci cally, we needaninstan-
tiation whereeachparty explicitly providesits secretseed
to the registrationservice.)This maybe regardedasan ad-
ditional advantageof our protocolsover existing ones.We
notethatthe way we achiese self-simulatabilityis reminis-
centof thetechniqueof Jalobssoret. al. [3s196].
RelatedWork. PrabhakaraandSahai Pso4] haverecently
proposeda way to relax the UC framework so asto allow
generakecurecomputatiorin the plain modelwhile main-
taining the ability to prove the universalcompositionthe-
orem. This approachs complementaryo ours: While we
investigatehow far can one relax the set-upassumptions
within the UC framework, they investigatehow far canone
relax the framawork itself, while still guaranteeingsome
sort of securityand composabilityin certaincasesin par
ticular, while they make no set-upassumptionsthe secu-
rity guaranteeprovided by their notion arestrictly wealer
thantheonesprovidedhere.

Herzog, Liskov and Micali [HLM03] use an enhanced
public-key modelthat hassomesimilaritiesto our model,
in orderto obtainplaintext-awareencryption.
Organization. Section2 containssomebrief background
on the UC framework. Section3 presentshe key registra-
tion modelanddiscusse$iow it canberealized.Section4
shows how to realizeary well-formedfunctionality in the
key registrationmodel.Section5 sketchesour construction
of UC non-interactve ZK protocolsandSection6 sketches
our argumentthatthe protocolswe constructremainstand-
alonesecureevenif all the trustassumptiongail. The pre-
sentationin this extendedabstractis quite informal. More
rigoroustreatments providedin [BCNP04] .

2. The UC framework and the CRS model

We provide a brief overview of the universallycompos-
able security framework of [co1]. The framavork allows
for de ning the securitypropertiesof cryptographictasks
sothatthe securityof protocolsis maintainedundera gen-
eral compositionoperationwith an unboundechumberof
instance®f arbitraryprotocolsrunningconcurrentlyin the
system.This compositioroperatioris calleduniversal com-
position. Similarly, de nitions of securityin this framavork
arecalleduniversally composable (UC).

As in other generalde nitions (e.g.,[MR91, B91, C00,
PW00]), we use the de nitional approachof [GmMw37],
wherea protocolis saidto securely realize a giventaskif
runningthe protocolamountsto “emulating” anideal pro-
cesswherethe partiesandthe adwersaryhandtheir inputs
to atrustedpartythatlocally evaluateghe appropriateout-
putsandhandsthembackto the parties.The algorithmrun

by the trustedparty (which is aimedat capturingthe re-
guirementsof the taskat hand)is calledanideal function-
ality. This algorithmmay simply evaluatea function of the
inputs of the parties,or alternatvely be an ongoingreac-
tive processvhereinputsandoutputsoccurrepeatedlyover
time andlocal stateis maintained.

The modelof computationincludesthe partiesrunning
the protocol,anadvesary thatcontrolsthecommunica-
tion channelsand potentially corruptsparties,and an en-
vironment that generateshe inputsto all parties,reads
all outputs,andin additioninteractswith the adwersaryin
anarbitraryway throughouthe computation(Theinterac-
tion between and modelstheinevitable “information
ow" betweena protocolexecutionandtherestof the sys-
tem,includingotherprotocolsrunningconcurrently) A pro-
tocol “emulates”the ideal processwith a givenideal func-
tionality if for ary “real-life” adwersary thereexists
an “ideal-processadwersary” , suchthat no ervironment

cantell whetherit is interactingwith  andpartiesrun-
ningtheprotocol,orwith  andpartiesthatinteractwith
in theidealprocessin asensehere senesasan‘“inter-
active distinguisher’betweena run of the protocolandthe
idealprocesswith accesso

In additionto servingas a security criterion for proto-
cols, the conceptof a “trusted party” is usedalsoto cap-
turesemi-idealizedomputationandin particularset-upas-
sumptionsSpeci cally, givenanideal functionality , the

-hybrid modelis de ned asthe modelwherethe parties
have, in additionto the usualcommunicatiormechanisms,
alsoaccesdo multiple copiesof atrustedparty running
Thecopiesof areidenti ed via sessiorDs (SIDs).That
is,eachcalltoacopy of andeachresponséom thiscopy
shouldhold the SID of thatcopy.

The following universal compositiontheoemis proven
in [co1]. Consideaprotocol thatoperatesnthe -hybrid
model,andlet be a protocolthat securelyrealizes as
sketchedabove. Let the composedprotocol  be identi-
calto with the exceptionthat the interactionwith each
copy of is replacedwith an interactionwith a sepaate
instanceof . Then, and have essentiallythe same
input/outputbehaior. In particular if  securelyrealizes
someideal functionality in the -hybrid modelthen
securelyrealizes aswell, withoutaccesgo

Functionality

is parameterizedby distribution . It proceedsasfol-
lows, runningwith asetof partiesandanadwersary:

1. Chooseavalue
2. When receving (CRS
(CRS ) to thatparty.

Figure 1. The CRS functionality

) from some party send




The CRS model. In the UC framework, the CRS model
is formalizedasthe -hybrid model,where is the
commonreferencestring ideal functionality, presentedn

Figurel. Hereall callsto areansweredy the same
referencestringthatwaschoserby thefunctionalityaccord-
ing to a publicly known distribution.

3. The keyregistration functionality

This sectionpresentandmotivatesour relaxedkey reg-
istration functionality We also presentseveral alternatve
waysto realizeit. The ideais to provide a relatively gen-
eralandminimal set-upassumptiorthatcanbe realizedby
a numberof quite differentandalternatve “set-upmecha-
nisms”, andat the sametime sufces for realizinggeneral
functionalities.We rst presenthe functionality. Next, we
describea numberof waysto realizeit.

The key registrationfunctionality , is presentedn
Figure 2. It is parameterizedy a (deterministic)function

, thatrepresents methodfor com-
putinga public key givenasecretandsupposedlyandom)
key. The functionality allows partiesto registertheir iden-
tities togetherwith an associatedpublic key”. The “pub-
lic key” to be associatedvith a party upon registrationis
determinedas follows. The functionality keepsa (public)
set of “good public keys”. Uponreceving a registration
requestrom party  (which is eithercorruptedor uncor
rupted),the functionality rst noti es the adwersarythata
requestvasmadeandgivesthe adwersarythe optionto set
theregisteredkey to somekey thatis alreadyin . If the
adwersarydeclinesto setthe registeredkey, thenthe func-
tionality determineghe key onits own, by choosingaran-
dom secret from a given domain(say for a se-
curity parameter ) andletting . Oncethe regis-

teredkey is chosenthefunctionality records and
returns to andto the adwersaryFinally, if wascho-
senby the functionality itself then is addedto . If the

registeringparty is corrupted thenit canalsospecify if it
choosesanarbitrary“secretkey” andthenregisterwith
thevalue . A retrieval requestmadeby ary party)for
the publickey of  is answeredwith eitheran error mes-
sage oroneof theregisteredoublickeysof ,wherethe
adwersarychoosesvhich registeredpublic key, if ary, is re-
turned.(Thatis, the adwersarycanpreventa party from re-
trieving ary of theregisteredkeys of anotheiparty)

Notice that the uncorruptedpartiesdo not obtain ary
secretkeys associatedvith their public keys, whereashe
corruptedpartiesmay know the secretkeys of their public
keys. Furthermore,  givesthe adwersarya fair amount
of freedomin choosingthe registeredkeys. It cansetthe
keys associatedvith corruptedpartiesto be ary arbitrary
value (as long as the functionality seesthe correspond-
ing privatekey). The adwersarycanalso causethe keys of

Functionality

proceedsasfollows, given function and security pa-
rameter , and running with a setof partiesand an adwer-
sary . At the®rstactvationaset of stringsis initialized
to beempty
Registration: Whenreceving amessagéregister )
from aparty  (which is either corruptedor uncorrupted),
send(register ) to andreceveavalue from

. Then,if thenlet . Else,choose R ,
let ,andadd to .Finally, record andre-
turn to andto
Registration by a corrupted party: Whenreceving ames-
sage(register ) from acorruptedparty , record

. In thiscase, is notaddedo
Retrieval: Whenreceving amessagéretrieve )
from party , send (retrieve ) to , and
obtaina value from . If is recordedthenreturn

( ) to
Figure 2. The Key Registration functionality

. Else,return( ) to

bothcorruptedanduncorruptegartiesto beidenticalto the
keys of other(eithercorruptedor uncorruptedparties Still,
guaranteeswo basicproperties{a) the public keys of
good partiesare “safe” (in the sensethat their secretkeys
werechoseratrandomandkeptsecrefrom theadwersary),
and (b) the public keys of the corruptedpartiesare “well-
formed”,in thesensdhatthefunctionalityhasseerthecor
respondingsecretkeys. We demonstrat¢hat canbere-
alizedusingavariety of mechanisms:

Realizing in the -hybrid model. We rst demon-
stratethat can be easily realizedin the -hybrid
model, where is the distribution of where

is uniformin . Theprotocolis straightforward: On

input either (register ) or (retrieve
party sendqCRS ) to andreturnstheobtamed
value.Thefollowing propositionis provenin [BCNP04]:

Proposition1 Theaboveprotocolsecuelyrealizes in
the -hybrid model.

Realizing given a randomized registration service.
Next, considera settingwherethe partieshave accesgo
aregistrationservicewherepartiescanregisterand obtain
publickeysthatwerechoseratrandomaccordingo agiven
distribution i.e., thepublickey is foran © ).
Thisis similarto theregistrationauthorityneededor astan-
dard “public-key infrastructuré€, except that here (a) the
public keys arechoserby theauthority and(b) theregister
ing partydoesnotobtainthe correspondingecrekeys. We
let (for randomkey registration)denotetheidealfunc-
tionality thatcaptureghis registrationservice.

We claim that can be realizedin this settingvia
the sameprotocol as for realizing in the -hybrid



model:

Proposition2 Theaboveprotocolsecuelyrealizes  in
the -hybrid model.

Realizing given a registration sewice with knowl-
edge.Next, consideran alternatve settingwherethe regis-
tration serviceletsthe registeringpartieschooseheir pub-
lic keys on their own, but insistson seeingthe correspond-
ing secretkeys. This model reducesthe trust in the ser
vice: no longeris it trustedto make truly randomchoices.
It is only trustedto verify “well-formedness”of the keys.
In particular the keys of corruptedpartiesare no longer
guaranteedo be randomly chosen.(This settingis also
very closeto the standard‘public-key infrastructure”set-
ting.) We let (for key registrationwith knowledge)
denotethe ideal functionality that capturesthis registra-
tion service.We shov how to realize in this setting.
On input (register ), party choosesa random
? , provides totheregistrationauthority com-

putes , erases , andreturns

Proposition3 Theaboveprotocolsecuelyrealizes  in
the -hybrid model.

Realizing with semi-trustedregistration sewice.The
above two settingsassumedhat the registration service
is completelytrustedto performits task accordingto the
speci cation.Alternatively, we canconsidemsettingwhere
therearemultiple registrationserviceswhereno singleser
viceis trustedby all the parties.Instead gachpartyis will-
ing to “fully trust” only oneof the serviceqthe oneit reg-
isteredwith), andin additionit is willing to “partially trust”
all otherones.More speci cally, the servicethat the party
registeredwith is trustedto keepits secretkey secret.The
only trust putin otherservicess thatthey agreeto record
only “well-formed public keys” that were computedbased
on somesecretkey. The keys canbe copiesof eachother,
andthe secretkeys canbe madepublic. Again, canbe
realizedevenin sucha settingvia essentiallythe samepro-
tocol.
Realizing usingtraditional proofsof knowledge.Fi-
nally, we considerthe casewherethe registrationserviceis
similar to that of , exceptthatthe partiesdo not pro-
vide the seed explicitly to the service.Insteadeachreg-
istering party provides , andin additionengagewwith
theservicein atraditional(non-UC)zero-knavledgeproof
of knowledgeof . Thisprotocoldoesnotrealize inthe
plain UC framawork. Still, if we assumehatthereis nonet-
work activity duringthe executionof eachzero-knavledge
proof (formally, if we assumethat the ervironmentdoes
notinteractwith the adversaryfor the durationof the zero-
knowledgeproofwith ), thenthis protocoldoesrealize
. Suchanassumptiommaybereasonablén somecases.

4. Realizing any well-formed functionality

We shav how to realize ary well-formed function-
ality in the -hybrid model. By the following re-
sult from [cLOsS02] it sufces to realize (presented
in Figure3)inthe  -hybrid model.

Theorem4 If there exists augmentedhon-committingen-
cryption,thenanywell-formedfunctionalitycanberealized
in the -hybrid model?

Functionality

proceedsasfollows, runningwith parties
andanadwersary .

1. Upon receving a value (Commit )
from , where , recordthetuple

andsendthemessagéReceipt ) to .On
asubsequennessagéReceipt ) from
send(Receipt ) to  andignore subse-

quent(Commit
2. Uponreceving avalue(Open

) values.
) from

If thetuple is recordedhensendthemessage
(Open ) to and .Otherwisedonoth-
ing.

Figure 3. The multi-instance commitment func-
tionality . Eachcommitmentinstancewithin the protocol
hasa uniquecommitmentdenti®er(cid).

Realizing . Al known UC commitment
schemeqcro1, cLOS02, DN02] are for the CRS model.
We provide a general technique for adapting all of
these schemesto the -hybrid model. We demon-
strate this techniquefor the schemein [CLOS02]. See
[BCNPO4] for atreatmenof all otherschemes.
The CLOS scheme.The protocolfrom [cL0OS02], whichis
a variantof the schemen [CcFo1], usesa CRS ,
where is acommitmentey for a statisticallyhiding trap-
doorcommitmenschemend isanencryp-
tion key for an encryptionschemeof the form

, Where haspseudo-randoncipher

texts (PRCY and is CCA secureBelow we call such

2 An augmentechon-committingencryptionschemes a realizationof
theidealfunctionalityfor securemessagéransmissiormeetinganex-
tratechnicakrequirementSuchaprotocolcanbeconstructedrom ary
trapdoompermutatiorfamily whereit is possibleto generate function
from thefamily withoutits trapdoor Suchfamiliesexist e.g.underthe
DDH or RSA assumptions.

3 In aPRCencryptionscheme all ciphertets underan encryption
key havethesamelength , andanencryption ofa
chosenmessage is computationallyindistinguishabldrom a uni-

formly randomstring . Suchanencryptionschemesx-
istsgiven ary trapdoorpredicatewith somespecialstructure For in-
stancethey exist underthe DDH or RSA assumptions.



anencryptionschemea CLOS encryptionschemeA com-
mitmentto a bit is of the form , Where
, and A :
Here and aretherandombits usedby and
respectiely. To openthe commitmentone sends
The schemeis binding sincean openingto  includesan
openingof to . It is hiding by the hiding property of
andthe CCA securityof . In additionto being
bindingandhiding, arealizationof shouldhave the
following two propertiesSimulationequivocality:Thesim-
ulatorshouldbeableto produceequivocalcommitmentfor
which it canopento both and . Simulationextractabil-
ity: The simulatorshouldbe ableto extractthe contentsof
ary openablecommitment,even after supplyingan adver-
sarywith arbitrarymary equivocalcommitmentsandtheir
openings.
Simulationequiocality is achieved using the trapdoor
of , which allows to compute suchthat
. Speci cally,
the simulatorcomputegthe “f ake commitment”

; This lookslike a real com-
mitment by the PRC assumption.To open the commit-
mentto bit  thesimulatorsends . Simulationex-
tractability is achieved using the decryptionkey  of
When the simulator receves a commitment

from the adwersaryit computes and
f is openablewith either or
theneither or

which allows the simulatorto determinethe bit . Since
the adwersarydoes not know the trapdoor of ,
both possibilitieshappensimultaneouslyonly with negli-
gible probability.

Two obsenationsallow adoptingthe above schemeto
the -hybrid model. First of all, eachproperty of the
primitivesusedto build the UC commitmentschemes in
the interestof eitherthe senderor thereceier, never both.
Second,someof the propertieshold even if the keys are
only well-formed i.e. is someencryptionkey and is
somecommitmentkey. We go over the propertiesand ob-
sene which partiesareinterestedn which andwhenthey
hold: Computationabinding of : Preventsdouble
openings;In the interestof the recever; Holds when is
arandomkey. Equivocalityof : Usedto construct
equivocalcommitments|n theinterestof thesenderHolds
when iswell-formedandthesimulatorcanaccesshetrap-
door. Statisticalhiding of : Neededfor the over
all commitmentto be hiding; In the interestof the sender;
Holdswhen is well-formed.Computationahiding of
Neededfor the overall commitmentto be computational
hiding; In the interestof the senderHolds when is ran-
dom. Decryptionof  : Ensuresextractability; In the in-
terestof therecever; Holdswhen is well-formedandthe
simulatorcanaccesshedecryptionkey. Pseudo-andonci-

phertextof : Neededor equivocalcommitmentgo look
like real commitmentsjn theinterestof the senderHolds
when is random.We learnthat the trustis asymmetric:
Thesendeisinterestedn beingrandomand beingwell-
formed,andthereceverisinterestedn beingwell-formed
and beingrandom.This canbe guaranteedby the sender
generatingndregistering andtherecevergeneratingand
registering . Theresultingschemes presentedh Figure4.

Protocol CLOS-KR

CLOS-KR proceeds as follows, running with parties
inthe  -hybridmodel,where with
beinganencryptionkey for a CLOSencryptionschemend
beinga key for a statisticallyhiding trapdoorcommitment
scheme.

1. Uponits initial activationwith sessiond the party
inputs(register ) to , waits for a value
from andstores .

receving an input
(Commit ), where ,

the party inputs (retrieve ) to
and waits for a value from L f
then  terminatesthe protocol with com-

2. Upon

mitmentid . Otherwise,|it lets , com-
putes , and
: , stores andsends

to .

3. Uponreceving a value from
where was not used before, the party inputs
(retrieve ) to and waits for a value

from f then terminates

the protocolwith commitmentd . Otherwiseijt lets

, stores and
outputs(Receipt ).

4. Upon receving an input (Open ),
wherea value is stored,the party
sendqOpen ) to

5. Upon receving for the ®rst time a value

from ,  where a value
is stored and
and , the
party  outputs(Open ).

Figure 4. The UC commitment scheme for the key
registration model

Proposition5 If there exist CCA secue encryption,PRC
secue encryptionandstatisticallyhiding trapdoorcommit-
mentsthenthe above protocolrealizes inthe -
hybrid model.



4.1. Keyingonly the committer

In the above commitmentschemeboth partiesmustreg-
isterpublic keys. Using atool from [DN02], calleda mixed
commitmentschemewe cangeta schemewhereonly the
sendemeedsto have registereda public key. Furthermore,
we usethis type of commitmentto realizeary two party
functionality even when just one of the two partieshasa
registeredpublic key. This propertymay be useful,for in-
stancejn client-sener interactionswhereonly the sener
hasa public key. 4

A mixedcommitmensthemeis a commitmentscheme

with ausualcommitmentfunction
andtwo key generators and . A key
generatedas is calledan E-key and is
calledthe E-trapdoor. A key generatedhs
is called an X-key and is called the X-trapdoor. When
is an E-key, is computationallyhiding and
Equivocal (given the E-trapdool). When is an X-key,
is perfectlybindingandeXtractablggiventhe X-
trapdooy. Thetermmixedrefersto the key indistinguisha-
bility requirementhat randomkeys sampledusing
and arecomputationallyindistinguishableThemain
motivation for consideringmixed commitmentschemess
thatthe equivocationpropertyof a commitmentschemds
predominantlya propertythatis solely neededn simula-
tion. A mixed commitmentschemeallows to use a per
fectly binding commitmentschemein the real-world and
thenindistinguishablyreplaceit by an equivocal commit-
mentschemdor the sale of simulationand/oranalysis We
demonstrat¢his technique.

Recall that the recever picks the commitmentkey in
the CLOS schemeto guaranteévinding andthat the com-
mitment schemewas statisticallyhiding to guaranteehat
it is hiding even when the recever picks the key. If in-
steadwe let the senderregister also the commitmentkey

, but now asan X-key for a mixed commitmentscheme,
then is perfectlybindingandthereceveris again
guaranteedhat is binding (in fact, now the ob-
tained UC commitmentschemeis perfectly binding). To
getbacksimulationequivocality, thesimulatorsimply picks
theregisteredkey to bearandomEk-key insteadof aran-
domX-key. Thisis possibleasthesimulatorsimulates
andby thekey indistinguishabilitythis changeof key space
will gounnoticedby theadwersary After the changeof key
space is againa trapdoorcommitmentscheme,

4 Realizingary functionality can be done as follows: Having a UC
commitmentschemewhere ~ commitsto allows and
to realize for the distribution where is a uniformly random
string, by runninga Blum coin-"ip protocol. Having realized
thepartiescanthenrunthe protocolfrom [CL OS02], whichis for the
-hybrid model.Detailson thecoin-tossingprotocolcanbefound
in [CRO3].

andthe overall schemeis identicalto the original CLOS-
KR scheme.The analysisthenfollows that of the CLOS
schemeln [BCNP04] we shov how to realizemixed com-
mitmentschemedasedon PRC encryption,giving us the
following result.

Proposition6 If there exist both CCA secue encryption
andPRCsecueencryptionthenthere existsa senderkeyed
realization of in the -hybrid model. Further-
mote, anytwo-partyfunctionalitycanberealizedevenwhen
only oneof the partieshasa registeredkey.

5. Non-interactive UC zero-knowledge

In this sectionwe show that, asin the CRS model,we
canobtaina non-inteactive UC zero-knavledgeargument
systeminthe  -hybrid model® More preciselywe showv
how to to realizethe multi-sessionextensionof the ideal
zero-knavledgefunctionality (presentedh Figureb)
inthe  -hybrid model.

Functionality

proceedsas follows, running with parties
andanadersary givenabinaryrelation
1. Upon receving a value (ZK-prover
) from aparty :If
(ZK-proof, ) to
sary Otherwisejgnore.

, then send
and the adwer

Figure 5. The multi-session zero-kno wledg e func-
tionality

The main componentf our constructionare a CCA
secureencryptionscheme(with errorlessdecryption),and
the ZAP systemof Dwork and Naor [DN00], which is
a two-round public-coins witness indistinguishable(W1)
proof systemfor . Protocol UC-NIZK (presentedn
Figure 6) is our non-interactre UC zero-knavledge pro-
tocol. Roughlyspeakingthe protocolproceedsasfollows:
eachparty's public key for the protocolconsistsof atriple

,Where is apublickey for theencryptionscheme,

is the rst messagef the ZAP system,and ,
where is a one-way functionand is a uniformly cho-
senstring. ( is usedfor the proofswherethe party is the
prover, and areusedwhenthe partyis theveri er.) To
prove that a statement is in some  -language , the
prover rst computeswo encryptions usingthe en-
cryptionkey speci edby the rst partof its own publickey:

5 Asin the CRSmodel,we rely on erasurego obtaina protocol that
is secureagainstadaptve adwersariesAlternatively, without erasures
our protocol(aswell asknown non-interactie zero-knevledgeproto-
colsin CRSmodel)areonly secureagainststaticadwersaries.



Protocol UC-NIZK

proceedsas follows, running with parties

in the hybrid model.
Key Generation: The function is given by
,where splits into ,and isusedto gen-
eratea encryption/decryptiorkey pair
for a CCA secureencryptionscheme with error

lessdecryption, is the ®rst messagéor a ZAP systemand

is usedto compute , where is aone-way func-
tion.
Initialization: Upon its initial activation with sessioniden-
ti®er , party  sendsthe messag€gregister )
to and waits to receve back the message

from . thenstores . Partiesretrieve keys

of otherpartiesasin Figure4; Below we describehow the
protocolproceeddetween and  whenbothpartiessuc-
ceedin retrieving the other party's key respec-
tively .
Prover: On input (ZK-prover )
party proceedssfollows:

1. compute

2. compute

3. computea ZAP proof
is an encryption,using

for the statementhat either
asencryptionkey, of the

string ,where is awitnessfor
(i.e., )or isanencryptionusing asen-
cryption key, of the string where

. The ZAP proof is computedwith respecto

4. eraseall randomnesssedto generate

5. send(PROOF, ) to
Verier: Upon receving (PROOF, )
fromparty ,party proceedssfollows:

1. veri®esthat isanacceptingZ AP with respectothe
message (i.e.,thesecondpartof the veri®er's public

key).
2. If the proof is accepting, outputs (ZK-
proof, ).
Figure 6. The Non-Interactve UC Zero-
Knowledg e Protocol
is anencryptionof awitnessthat , isanencryp-

tion of thestring . Theproverthenuseshe ZAP system,
with respecto theveri er messagspeci ed by thesecond
partof veri er' spublic key, to prove thateither is anen-
cryptionof awitnessfor (i.e., decryptsto suchthat
holds),or is anencryptionof some

where isthethird partof theveri er' spublickey. (Thatis,
the prover shaws thateitherit knows awitnessto the state-
ment , or thatit knows partof theveri er' ssecretkey). In
orderto obtainsecurityalsoagainstdaptve adwersariesve
furthermorerequirethatthe prover erasesall randomcoins
usedto constructhe proof. We show:

Theorem7 Assumethe existenceof enhancedtrapdoor
permutationsThen,there existsa non-inteactive protocol
thatrealizes inthe  -hybrid modelwith respecto
static advesaries. Furthermoe, if secue data erasue is
possiblethenthe protocol is secue also againstadaptive
advesaries.

Thetheoremis provenin [BCNP04]. Herewe only sketch
theintuition behindthe securityof the protocol.Recallthat
to completethe proof we needessentiallytwo properties:
simulatabilityof theveri er' sview, andextractabilityof the
prover'sinput. We sketchhow thesearedemonstrated.

simulation: To simulatea proof, the simulatoronly needs
to know astring suchthat (where isthe
one-way function,and is the third part of the veri-

er' spublickey). Thus,it is nothardto simulategiven

therandomnesasedo construc{this partof) theveri-

er' spublickey. Notethatonly theveri er' ssecrekey

is usedin this processAlso, we do notrequirethatthe

veri er' skey is randombut only thatit is well formed.

extraction: To extracta witness,the simulatorsimply de-
crypts usingtheprover'ssecrekey. Onceagain,we
only usethefactthatthe prover'skey is well formed.

Since both CCA secureencryptionschemeswith error

lessdecryptionandZAP systemsareknown to exist under
theassumptiorof enhancedrapdoormpermutation$DDNOO,

DNog], we thusobtainthefollowing theorem.

6. Handling failur esgracefully

The CRSmodelis avery cleanandusefulmodel.How-
ever, asmentionedabore, whenthe CRSmodelfailsit fails
spectacularlyBy thiswe mearthatif thecommorreference
stringis generatedy a corruptedauthority thenthisauthor
ity is ableto completelybreak the securityof the system,
compromisingcompletelyboththesecreg andtheintegrity
of the systemin a way thatis completelyundetectabldy
thehonestparties.In contrastwe shav thatin our modelit
is possibleto constructprotocolsthatenjoy a more“grace-
ful” securityanalysisTheseprotocolswill be UC-securén
the casethat our assumptiongboutthe otherparties' pub-
lic keys aresatis ed (essentiallyin the casethatotherpar
ties' public keys arewell-formed).However, evenif these
assumptionsre not satis ed, we will still be ableto ana-
lyze theseprotocolsandshaw thatthey arestand-alonese-
cureasin, say [co0].® We notethat without somekind of

6 Thisholdsundertheassumptiorthatwe cantrustour own public key.
We believe thisis areasonablassumptiorasary partycanchoosets
own publickey andmayevenerasehecorrespondingrivatekey later
to avoid leakagg(ashonestpartiesin our protocolsdo not needto use
their privatekey).



setupassumptionst is not possibleto obtain UC security
andthusin somesensedhisis thebestthatwe canhopefor.

The crucial obsenationfor constructingsuchprotocols
isthatthecommitmenschemen Figure4 is actuallystand-
alonesecure.By this we meanthat the binding property
only requiresthe recever's public key to be generatedat
random(and doesnot requirethe senders key to be even
well-formed), and the hiding property only requiresthe
senders public key to be safe (i.e., generatecat random
andkept secret)and doesnot requirethe recever's key to
be even well-formed’ Thus this commitmentschemeal-
readyenjoysthekind of “graceful” analysiswe werelook-
ing for. We call suchacommitmentschemdi.e.,acommit-
mentthatis stand-alonsecurevhene/erthe honestparty's
key is safe,andin additionis UC securdf the adwersarys
key is well-formed)a gracefulcommitmenscheme

We use a gracefulcommitmentschemeto constructa
“graceful” protocol for ary functionality. The key stepis
constructinga “graceful” zero-knavledgeargumentsystem
for (sincethen we canimplementthe “commit-and-
prove” functionality which canbe usedto implementary
functionality by the resultsof [cL0S02]). For this, we use
the resultsof Canettiand Fischlin [CF0o1] on how to use
a UC securecommitmentto constructa UC securezero
knowledge protocol® Thus, if we take a zero-knavledge
protocol,suchasthe one of Feigeand Shamir[Fss9], and
usethereour gracefulcommitmentschemeasthe underly-
ing commitmentschemewe get a protocol that is at the
sametime (a) stand-alonezero-knavledgeif the honest
party's keys randomby the standardanalysisof the zero-
knowledgeprotocoland (b) UC-securezero-knavledgeif
in addition the adwersarys key is guaranteedo be well-
formed.Thus,we geta gracefulzero-knavledgeprotocol.
Using sucha zero-knavledgeprotocol,we canfollow the
approachof [cLOs02] to constructa gracefulprotocol for
realizingary functionality. Seemoredetailsin [BCNP04].
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7 Therecever alsoneeddo beableto verify thatthekey of thecom-
mitterde®nesa bindingencryptionfunction , andsendeshouldbe
ableto verify thatthekey of the committerde®nesa hiding com-
mitmentschemeSuchschemesanbe constructedinderstandardas-
sumptions.

8 [CFO01] provedthatif you plugaUC-secur&eommitmentinto Blum's
parallel Hamiltonicity protocol thenit will be UC zero knowledge.
However, the sameanalysishold for mary otherhonest-eri®er zero-
knowledge protocols.Speci®cally in orderto guaranteestand-alone
securitywe caneitherusea sequentialersionof Blum's protocol,or
alternatvely the constant-roungrotocolof FeigeandShamir FS89].
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