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Abstract

A desirablegoal for cryptographicprotocolsis to guar-
anteesecuritywhenthe protocol is composedwith other
protocol instances.Universally Composable (UC) protocols
provide this guaranteein a strong sense:A protocol re-
mainssecureevenwhencomposedconcurrentlywith anun-
boundednumberof instancesof arbitrary protocols.How-
ever, UC protocolsfor carryingoutgeneral tasksareknown
to exist only if a majority of theparticipantsare honest,or
in thecommon reference string (CRS) model whereall par-
ties are assumedto haveaccessto a commonstring that
is drawnfrom somepre-de�neddistribution. Furthermore,
carrying out manyinterestingtasksin a UC mannerand
without honestmajority or set-upassumptionsis impos-
sible, even if ideally authenticatedcommunicationis pro-
vided.

A natural questionis thuswhetherthere exist more re-
laxedset-upassumptionsthan theCRSmodelthat still al-
low for UC protocols.We answerthis questionin theaf�r -
mative:weproposealternativeandrelaxedset-upassump-
tionsandshowthat they suf�ce for reproducingthegeneral
feasibilityresultsfor UC protocolsin theCRSmodel.These
alternativeassumptionshavethe�avor of a “public-key in-
frastructure”: parties haveregistered public keys, no sin-
gle registration authority needsto be fully trusted,and no
singlepieceof informationhas to be globally trustedand
available. In addition, unlike knownprotocolsin the CRS
model,the proposedprotocolsguaranteesomebasic level
of securityevenif theset-upassumptionis violated.

1. Intr oduction

Designing protocols that guaranteesecurity in open,
multi-protocol, multi-party execution environments is a
challenging task. In such environments a protocol in-
stanceis executedconcurrentlywith an unknown number
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of instancesof theprotocol,aswell asarbitraryotherpro-
tocols. Indeed,it has beendemonstratedtime and again
that adversarially-coordinatedinteractionsbetweendiffer-
entprotocolinstancescancompromisethesecurityof pro-
tocols that were demonstratedto be securewhen run in
isolation(see,e.g.,[GK90, DDN00, KSW97, DNS98]). A nat-
ural way for guaranteeingsecurity of protocols in such
complex execution environmentsis to require that pro-
tocols satisfy a notion of security that provides a gen-
eral secure composabilityguarantee.That is, it should
be guaranteedthat a secureprotocol maintains its se-
curity even when composedwith (i.e., runs alongside)
arbitrary other protocols.Such a generalnotion of secu-
rity is providedby theuniversally composable (UC) security
framework [C01], which provides a very general com-
posability property: A secureprotocol is guaranteedto
maintain its security (in the senseof emulating an ide-
ally trustedandsecureservice)evenwhenrunconcurrently
with multiple copiesof itself, plusarbitrarynetwork activ-
ity.

However, such strong securecomposabilityproperties
come at a price: Carrying out many interestingcrypto-
graphictasksin theUCframeworkhasbeenshownto beim-
possiblein theplainmodel,unlessamajorityof thepartici-
pantsarecompletelyhonest[C01, CF01, CKL03]. Theimpos-
sibility holdseven if ideally authenticatedcommunication
is guaranteed.Furthermore,it hasbeenshown [L03, L04]
that this impossibility is not a resultof technicalcharacter-
isticsof any particularframework; rather, they areinherent
to thestrongcomposabilityrequirements.

In light of theseresults,researchershave turnedto con-
structingprotocolsundersomesetupassumptions.Speci�-
cally, thecommonreferencestring (CRS)modelwasused.
In this model,originally proposedin [BFM88], all parties
have accessto a commonstring � that was ideally drawn
from some publicly known distribution. (In the caseof
[BFM88], this wastheuniform distribution.) It is furtheras-
sumedthatnosecretinformationcorrelatedwith this string
is known. (It can be thought of as if this string is pub-
lishedby some“trusteddealer” that playsno further part
in theprotocolexecution).Severalstrongfeasibility results



areknown in the CRS model. In particular, it was shown
that practicallyany functionality canbe realizedby a UC
protocolin theCRSmodel,with any numberof faults,as-
sumingauthenticatedcommunication[CF01, CLOS02]. Fur-
thermore,non-interactive UC Zero-Knowledge protocols
wereconstructedin theCRSmodelmodelundersimilaras-
sumptions(and assumingsecuredataerasureis possible)
[DDO � 01, CLOS02].
Drawbacksof the CRSmodel.Securityin theCRSmodel
dependsin acrucialwayonthefactthatthecommonstring
is chosenproperly. That is, the model provides no secu-
rity guaranteesin thecasethatthecommonstringis chosen
from adifferentdistribution thanthespeci�edone,or when
some“secrettrapdoorinformation”correlatedwith theref-
erencestringis leaked.In fact,in mostexistingprotocolsin
the CRSmodel the securityproof actuallyprovidesan ef-
�cient strategy for completelybreakingthe securityof the
protocolwhenthereferencestringcanbechosenin a mali-
ciousway. In particular, if theCRSis chosenby asingleen-
tity thenthis entity could, if it wished,readsensitive data,
forgeproofs,andin generalcompletelyunderminethese-
curity of the protocol,all in a way that is undetectableby
thehonestparties.This meansthat thenaive way of realiz-
ing theCRSmodelby lettingasingleentitychoosetheref-
erencestringforcesall theparticipantsto putabsolutetrust
in this entity.
Our approach.We reproducetheabove feasibility results,
provenin theCRSmodel,in a numberof alternative mod-
els(or, “set-upassumptions”).Themainadvantageof these
alternativemodelsis thatthey arerealizablein waysthatre-
ducethetrustthattheparticipantsneedto put in otherenti-
ties. All thesemodelshave a commontheme:They avoid
the needthat all participantsin a protocol executionput
completetrustin asingleentity, or asinglereferencestring.
Instead,weadoptatrustmodelthatsomewhatresemblesthe
trust modelof a “public-key infrastructure.” That is, each
party registersa “public key” with a “registrationauthor-
ity” that it trusts.In order to engagein a joint computa-
tion, the participantsobtain the public keys of eachother
from the respective authorities.The trust thateachpartici-
panthasto put in otherauthorities,exceptfor theauthority
it is registeredwith, is quiteminimal; thusno singleentity
needsto becompletelytrustedby all participants.Our pro-
tocolsdo not requirepartiesto keepany secretdatathat is
associatedwith theirpublickeys.Furthermore,they arenat-
urally alignedwith thestandardtrustmodelof apublic-key
infrastructure,thatis anyhow neededfor obtainingauthenti-
catedcommunication.They alsoprovidesbetter“plausible
deniability” properties.
Our resultsin more detail. We �rst formulatea “key reg-
istration (KR) service” that capturesthe “minimal com-
mondenominator”of several set-upscenarios.That is, we
demonstratehow this servicecan be realizedin eachone

of thesescenarios.Then,we show how to reproducethe
aboveresultsgiventhis service.All our resultshold in face
of any numberof adaptively corruptedparties.(Technically,
theKR serviceis capturedasan“ideal functionality”within
theUC framework. Seedetailswithin.)

Thekey registrationserviceis parameterizedby a func-
tion
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�

(representinga methodfor de-
riving thepublic key from a seed,thatrepresentsthesecret
key), andprovidesroughly the following “ideal services”.
Any partycanregisterwith theKR serviceandobtainapub-
lic key in return.In a“normal” registrationprocess,thereg-
isteringpartyobtainsa public key ���

���

�
� for someuni-
formly chosen� that is known only to the service.(Such
keys are called safe.) In addition, a corruptedparty may
provide the servicewith any arbitrary � andhave its pub-
lic key setto

���

��� . (Suchkeys arecalledwell-formed.) Fur-
thermore,uniquenessof keys is not guaranteed:the pub-
lic key of any party may be setasequalto the public key
of any otherparty, subjectto thesolerestrictionthathonest
partiesareassignedsafekeys.Partiesmayalsohave multi-
ple keys. Whenever a party asksthe servicefor the public
key of anotherparty, theservicereturnsoneof thekeysreg-
isteredfor thatparty.

This formulation of the KR serviceprovidesrelatively
weaksecurityguaranteedto users.It captureseithera sin-
gleentitythatprovideskeystoall parties(suchasin thecase
of aCRS),or acollectionof separateentities,wherenosin-
gle entity is trustedby all parties.The differencebetween
thepowersof honestandcorruptedregisteringparties,and
the ability to copy keys, modelsthe fact that a party can
put lesstrust in registrationserviceschosenbe otherpar-
ties thanit canput in its own registrationservice.Specif-
ically, a party cantrust only its own key to be safe.Other
keysmaybeonly well-formed.

We show how to realizeany ideal functionality given
a KR servicewith an appropriatechoiceof the derivation
function

�

. Ourconstructionsarenaturaladaptationsof the
[CF01, CLOS02, DN02] constructionsandrely on the same
cryptographicassumptions.We alsoshow how to construct
non-interactiveUC Zero-Knowledgeprotocolsgivena KR
servicewith anappropriate

�

. Hereourconstructionis quite
differentthanexisting ones,asno naturalextensionof the
existingconstructionsseemsto work.

We show that the KR servicecanbe easily realizedin
a numberof naturalsettings(or, trustmodels).A �rst such
modelis theCRSmodelitself (thusdemonstratingthatthe
KR servicemodelis indeedarelaxationof theCRSmodel).
Othertrustmodelsincludea numberof “PKI-lik e” settings
wherethepartieshaveaccessto registrationauthoritiesthat
eitherchoosepublic keys for the registeringparties,or al-
ternatively expecttheregisteringpartyto exhibit thesecret
seedthat correspondsto the registeredpublic key. These
modelsconstituteasequencewherethetrustin theregistra-



tion authoritiesbecomesweaker andweaker. Seedetailsin
Section3.

Our trust assumptionsshould be contrastedwith the
morestandardtrustassumptionson registrationauthorities
for thepurposeof providing authenticatedcommunication.
(Theseassumptionsare formalizedwithin the UC frame-
work in [C04], whereit is alsoshown thatwithout trustas-
sumptionsnoauthenticatedcommunicationis possible.)Es-
sentially, for the purposeof providing authenticatedcom-
munication,the registrationauthorityshouldsimply regis-
ter theregistrant's identity togetherwith a public valuethat
is providedby theregistrant,andsupplytheregisteredpub-
lic key of any partyuponrequest.This is a strictly weaker
trustassumptionthanthattheKR service.However, for the
purposeof guaranteeingauthenticationit is essentialthat
thekeys of eachtwo honestpartiesaredifferentfrom each
other, and furthermorethat eachparty maintainsa secret
key associatedwith its public key. In contrast,in our case
thekeys of honestpartiescanbeidenticalandno secretin-
formationrelatedto thosekeysneedsto beknown.

Finally, weconsiderthecasewherepartieshaveno trust
whatsoever in the registrationservicesusedby other par-
ties. (This settingcan be thoughtof as the settingwhere
eachpartyrunsits own registrationservicewhich registers
only itself.) Herewe're backin theplain modelof compu-
tation, thusUC computationis in generalimpossible.Yet,
ourprotocolsstill providesomesecurityguarantees.Specif-
ically, we demonstratethat they remainsecurewith respect
to the standardnotion of stand-alonesecurity(as in, say,
[C00]).
Our Techniques.Weusetwo differenttypesof techniques:
onefor realizinggeneralfunctionalities(i.e.,re-establishing
the [CLOS02] results),and anotherfor constructingnon-
interactiveUC Zero-Knowledgeprotocols.We sketchthem
in order. Recall that the [CLOS02] generalconstructionfor
realizingany ideal functionalityproceedsasfollows.First,
a UC Commitmentprotocol,i.e. a protocolthatrealizesthe
ideal commitmentfunctionality, is constructed.Next, any
functionality is realizedgiven ideal commitment.It thus
suf�ces for our purposeto demonstratehow to realizethe
ideal commitmentfunctionality in our model.Recall that
the ideal commitmentfunctionality comesin two �a vors:

�������

, which handlesa single commitment,and
�������	�

,
which handlesmultiple commitments.We concentrateon
the morechallengingtaskof realizing

�������	�

; this allows
usto run multiple commitments(and,consequently, multi-
ple copiesof our protocolsfor realizingany functionality)
usinga singlepublickey perparty.

Our startingpoint is an observation that existing proto-
cols for realizing

���
���	�

in the CRS model actually use
theCRSfor two separatepurposes,calledextractabilityand
equivocation.(A sketchof thesepropertiesappearswithin.)
Furthermore,theCRSconsistsof two separateparts,where

eachpartis usedto guaranteeonly oneof theproperties.Fi-
nally, extractabilityis aconcernonly whenthecommitteris
corrupted,andequivocationis a concernonly whenthere-
ceiver is corrupted.It thusseemsnaturalto “split” theCRS
betweenthepublic keys of thecommitterandthereceiver,
whereeachpartyholdsthecorrespondingpart.That is, the
public key of eachpartywill consistof a partguaranteeing
extractability for thecommitmentswhereit playsthecom-
mitter, plus a part guaranteeingequivocationfor the com-
mitmentswhereit playsthereceiver. We show thatthis ap-
proachworks,modulosometechnicalcomplications.In an-
other “twist,” taken from [DN02], we show how to realize

���������

in a settingwhereonly the committerhasa regis-
teredpublic key.

Next we sketch our approachfor constructingnon-
interactive UC Zero-Knowledge protocols. Here the
exiting protocolsarenot so naturallyamenableto separat-
ing the CRS.Speci�cally, all known constructionsusethe
so-called“hiddenbit model” (see,e.g.,[GOL01]), wherethe
samestring is usedto guaranteethe concernsof both par-
ties, i.e. extractability andsimulatability. We thuspropose
a new construction,that allows for such separation:Es-
sentially, the partieswill run the ZAP protocolof [DN00],
where the veri�er' s challenge is included in its pub-
lic key. In addition,theveri�er' spublickey will containad-
ditional informationthatguaranteessimulatability, andthe
prover's public key containsinformation that allows ex-
tractingthewitness.
Obtaining plausibledeniability. An intriguingpropertyof
traditionalzero-knowledgeprotocolsin the plain model is
thattheinteractionis “deniable”for theprover, in thesense
that the veri�er cannotlater “convince” a third party, who
did not witness the interaction,that the interaction took
place.Essentially, this is sosincetheveri�er can,usingthe
simulatorguaranteedby thezero-knowledgeproperty, gen-
eratea valid-lookingtranscriptof aninteractionevenwhen
the veri�er never actually interactedwith the prover. The
crucial propertyhere is that thereexists a simulator that
needsonly information that is locally known to the veri-
�er . We call this propertyself simulatability, andgeneralize
it in a naturalway to two-partyprotocolsfor any task.1

Interestingly, zero-knowledge and other secure two-
party protocols in the CRS model are not necessar-
ily self-simulatable,sincethat modelallows the simulator
to use“trapdoorinformation” on theCRSthat is not avail-
able to the partiesin a real execution.Furthermore,none
of theknown zero-knowledgeandgeneraltwo partyproto-
colsin theUC framework areself-simulatable.

1 Wedonotusethetermªdeniabilityºsinceit meansdifferentthingsin
differentcontexts. For instance,in thecontext of encryptionandvot-
ing, deniability meansthe ability of the senderof data(or voter) to
equivocateits local dataandrandomnessevenwhenthetruecommu-
nicationtranscriptis known (seee.g.[BT94, CDNO97]).



Our constructions,both of UC non-interactive zero-
knowledge and of protocols for realizing any two-party
functionality, areself-simulatablefor someof the instanti-
ationsof the KR service.(Speci�cally, we needan instan-
tiation whereeachparty explicitly providesits secretseed
to theregistrationservice.)This mayberegardedasanad-
ditional advantageof our protocolsover existing ones.We
notethattheway we achieveself-simulatabilityis reminis-
centof thetechniqueof Jakobssonet.al. [JSI96].
RelatedWork. PrabhakaranandSahai[PS04] haverecently
proposeda way to relax the UC framework so asto allow
generalsecurecomputationin theplain modelwhile main-
taining the ability to prove the universalcompositionthe-
orem.This approachis complementaryto ours:While we
investigatehow far can one relax the set-upassumptions
within theUC framework, they investigatehow far canone
relax the framework itself, while still guaranteeingsome
sort of securityandcomposabilityin certaincases.In par-
ticular, while they make no set-upassumptions,the secu-
rity guaranteesprovidedby their notionarestrictly weaker
thantheonesprovidedhere.

Herzog,Liskov and Micali [HLM03] use an enhanced
public-key model that hassomesimilarities to our model,
in orderto obtainplaintext-awareencryption.
Organization. Section2 containssomebrief background
on theUC framework. Section3 presentsthekey registra-
tion modelanddiscusseshow it canberealized.Section4
shows how to realizeany well-formedfunctionality in the
key registrationmodel.Section5 sketchesour construction
of UC non-interactiveZK protocols,andSection6 sketches
our argumentthat theprotocolswe constructremainstand-
alonesecureevenif all thetrustassumptionsfail. Thepre-
sentationin this extendedabstractis quite informal. More
rigoroustreatmentis providedin [BCNP04] .

2. The UC framework and the CRSmodel

We provide a brief overview of theuniversallycompos-
able security framework of [C01]. The framework allows
for de�ning the securitypropertiesof cryptographictasks
sothat thesecurityof protocolsis maintainedundera gen-
eral compositionoperationwith an unboundednumberof
instancesof arbitraryprotocolsrunningconcurrentlyin the
system.Thiscompositionoperationis calleduniversal com-
position. Similarly, de�nitions of securityin this framework
arecalleduniversally composable (UC).

As in other generalde�nitions (e.g., [MR91, B91, C00,
PW00]), we use the de�nitional approachof [GMW87],
wherea protocolis saidto securely realize a given taskif
runningtheprotocolamountsto “emulating” an idealpro-
cesswherethe partiesandthe adversaryhandtheir inputs
to a trustedpartythat locally evaluatestheappropriateout-
putsandhandsthembackto theparties.Thealgorithmrun

by the trustedparty (which is aimedat capturingthe re-
quirementsof the taskat hand)is calledan ideal function-
ality. This algorithmmaysimply evaluatea functionof the
inputsof the parties,or alternatively be an ongoingreac-
tiveprocesswhereinputsandoutputsoccurrepeatedlyover
timeandlocal stateis maintained.

The modelof computationincludesthe partiesrunning
theprotocol,anadversary � thatcontrolsthecommunica-
tion channelsand potentially corruptsparties,and an en-
vironment� that generatesthe inputs to all parties,reads
all outputs,andin addition interactswith the adversaryin
anarbitraryway throughoutthecomputation.(Theinterac-
tion between� and � modelsthe inevitable “information
�o w” betweena protocolexecutionandtherestof thesys-
tem,includingotherprotocolsrunningconcurrently.)A pro-
tocol “emulates”the idealprocesswith a given ideal func-
tionality

�

if for any “real-life” adversary � thereexists
an “ideal-processadversary” � , suchthat no environment

� cantell whetherit is interactingwith � andpartiesrun-
ning theprotocol,or with � andpartiesthatinteractwith

�

in the idealprocess.In a sense,here � servesasan“inter-
active distinguisher”betweena run of theprotocolandthe
idealprocesswith accessto

�

.
In addition to servingasa securitycriterion for proto-

cols, the conceptof a “trustedparty” is usedalso to cap-
turesemi-idealizedcomputation,andin particularset-upas-
sumptions.Speci�cally, givenanideal functionality

�

, the
�

-hybrid model is de�ned asthe modelwherethe parties
have, in additionto theusualcommunicationmechanisms,
alsoaccessto multiple copiesof a trustedpartyrunning

�

.
Thecopiesof

�

areidenti�ed via sessionIDs (SIDs).That
is,eachcall to acopy of

�

andeachresponsefrom thiscopy
shouldhold theSID of thatcopy.

The following universal compositiontheoremis proven
in [C01]. Consideraprotocol� thatoperatesin the

�

-hybrid
model,andlet � be a protocol that securelyrealizes

�

as
sketchedabove. Let the composedprotocol ��� be identi-
cal to � with the exceptionthat the interactionwith each
copy of

�

is replacedwith an interactionwith a separate
instanceof � . Then, � and �

�
have essentiallythe same

input/outputbehavior. In particular, if � securelyrealizes
someideal functionality � in the

�

-hybrid modelthen �
�

securelyrealizes� aswell, withoutaccessto
�

.

Functionality 	�


��
��

	�


��
�� is parameterizedby distribution � . It proceedsasfol-
lows, runningwith asetof partiesandanadversary:

1. Choosea value �

R
�

� .
2. When receiving (CRS, ����� ) from some party send

(CRS, ��������� ) to thatparty.

Figure 1. The CRS functionality



The CRS model. In the UC framework, the CRS model
is formalizedasthe

�����

� -hybrid model,where
�����

� is the
commonreferencestring ideal functionality, presentedin
Figure1. Hereall calls to

� ���

� areansweredby the same
referencestringthatwaschosenby thefunctionalityaccord-
ing to apublicly known distribution.

3. The key registration functionality

This sectionpresentsandmotivatesour relaxedkey reg-
istration functionality. We also presentseveral alternative
waysto realizeit. The idea is to provide a relatively gen-
eralandminimal set-upassumptionthatcanberealizedby
a numberof quite differentandalternative “set-upmecha-
nisms”,andat thesametime suf�ces for realizinggeneral
functionalities.We �rst presentthe functionality. Next, we
describeanumberof waysto realizeit.

The key registrationfunctionality,
���

�

, is presentedin
Figure2. It is parameterizedby a (deterministic)function

� � ���	��

�
� � ������
 ���

, that representsa methodfor com-
putingapublickey givenasecret(andsupposedlyrandom)
key. The functionalityallows partiesto registertheir iden-
tities togetherwith an associated“public key”. The “pub-
lic key” to be associatedwith a party upon registrationis
determinedas follows. The functionality keepsa (public)
set

�

of “good public keys”. Uponreceiving a registration
requestfrom party ��� (which is eithercorruptedor uncor-
rupted),the functionality �rst noti�es the adversarythat a
requestwasmadeandgivestheadversarytheoptionto set
theregisteredkey to somekey 	 that is alreadyin

�

. If the
adversarydeclinesto setthe registeredkey, thenthe func-
tionality determinesthekey on its own, by choosinga ran-
dom secret� from a given domain(say,

���	��

�

�

for a se-
curity parameter
 ) andletting 	 �

���

�
� . Oncethe regis-
teredkey 	 is chosen,the functionality records

�

���

�

	 � and
returns	 to ��� andto the adversary. Finally, if 	 wascho-
senby the functionality itself then 	 is addedto

�

. If the
registeringparty is corrupted,thenit canalsospecify, if it
chooses,an arbitrary“secretkey” � andthenregisterwith
thevalue

���

�
� . A retrieval request(madeby any party) for
thepublic key of �

� is answeredwith eitheran error mes-
sage� or oneof theregisteredpublickeysof �

� , wherethe
adversarychooseswhich registeredpublickey, if any, is re-
turned.(That is, theadversarycanpreventa party from re-
trieving any of theregisteredkeysof anotherparty.)

Notice that the uncorruptedpartiesdo not obtain any
secretkeys associatedwith their public keys, whereasthe
corruptedpartiesmay know thesecretkeys of their public
keys. Furthermore,

�
�
�

givesthe adversarya fair amount
of freedomin choosingthe registeredkeys. It can set the
keys associatedwith corruptedpartiesto be any arbitrary
value (as long as the functionality seesthe correspond-
ing privatekey). The adversarycanalsocausethe keys of

Functionality 	��

�




	 �

�


 proceedsas follows, given function � andsecuritypa-
rameter � , and running with a set of partiesand an adver-
sary � . At the ®rst activation a set � of stringsis initialized
to beempty.
Registration: Whenreceiving amessage(register � ��� � )
from a party ��� (which is eithercorruptedor uncorrupted),
send(register � ��� ����� � ) to � andreceive avalue��� from

� . Then,if �

���

� thenlet �

�

�

�

. Else,choose�

R
���! 

�#"!$

�

,
let �

�

�&% �(' , andadd� to � . Finally, record %)� � �*�+' andre-
turn % �������*�+' to � � andto � .
Registration by a corrupted party: Whenreceiving a mes-
sage(register ��� ����� � ) from a corruptedparty �,� , record

%)� � �-�&% �('�' . In thiscase,�&% �(' is not addedto � .
Retrieval: Whenreceiving amessage(retrieve � � �����.� � )
from party ��/ , send (retrieve ��� �����.��� �.��/ ) to � , and
obtain a value � from � . If %)�����*�+' is recordedthen return
( �������.�

�
�)� ) to �

/ . Else,return( �������.�
�

�10 ) to �
/ .

Figure 2. The Key Registration functionality

bothcorruptedanduncorruptedpartiesto beidenticalto the
keysof other(eithercorruptedor uncorrupted)parties.Still,

�2�
�

guaranteestwo basicproperties:(a) thepublic keys of
goodpartiesare“safe” (in the sensethat their secretkeys
werechosenat randomandkeptsecretfrom theadversary),
and(b) the public keys of the corruptedpartiesare“well-
formed”,in thesensethatthefunctionalityhasseenthecor-
respondingsecretkeys.We demonstratethat

�
�

�

canbere-
alizedusinga varietyof mechanisms:
Realizing

�2�
�

in the
�

���

� -hybrid model.We �rst demon-
stratethat

�43

�
� can be easily realizedin the

�45

���

� -hybrid
model,where 6 �76

�

is the distribution of
���

��� where
� is uniformin

���	��

�

�

. Theprotocolis straightforward:On
input either (register

�98;:�<

) or (retrieve
�=8;:�< �

�?>�� ,
party �@� sends(CRS

�=8;:�<

) to
�����

� andreturnstheobtained
value.Thefollowing propositionis provenin [BCNP04]:

Proposition1 Theaboveprotocolsecurely realizes
�

3

�
� in

the
�

5

���

� -hybrid model.

Realizing
�

�
�

given a randomized registration service.
Next, considera settingwherethe partieshave accessto
a registrationservicewherepartiescanregisterandobtain
publickeysthatwerechosenatrandomaccordingto agiven
distribution(i.e.,thepublickey is

���

�
� for an �

R
A

������
 �

�

).
Thisissimilarto theregistrationauthorityneededfor astan-
dard “public-key infrastructure,” except that here (a) the
publickeysarechosenby theauthority, and(b) theregister-
ing partydoesnotobtainthecorrespondingsecretkeys.We
let

�B�
�

�

(for randomkey registration)denotetheidealfunc-
tionality thatcapturesthis registrationservice.

We claim that
�

�
�

can be realizedin this setting via
the sameprotocolas for realizing

�
�

�

in the
�����

� -hybrid



model:

Proposition2 Theaboveprotocolsecurely realizes
� 3

� � in
the

� 3

� � � -hybrid model.

Realizing
�2� �

given a registration service with knowl-
edge.Next, consideranalternative settingwheretheregis-
trationservicelets theregisteringpartieschoosetheir pub-
lic keys on their own, but insistson seeingthecorrespond-
ing secretkeys. This model reducesthe trust in the ser-
vice: no longeris it trustedto make truly randomchoices.
It is only trustedto verify “well-formedness”of the keys.
In particular, the keys of corruptedpartiesare no longer
guaranteedto be randomly chosen.(This setting is also
very closeto the standard“public-key infrastructure”set-
ting.) We let

� � � �

(for key registrationwith knowledge)
denotethe ideal functionality that capturesthis registra-
tion service.We show how to realize

�
� �

in this setting.
On input (register

�=8!:�<

) , party �
� choosesa random

�
�

R
A

���	��

�

�

, provides �
� to theregistrationauthority, com-

putes	�� �

���

�(� � , erases�(� , andreturns	&� .

Proposition3 Theaboveprotocolsecurely realizes
� 3

�
� in

the
�43

�
�

� -hybridmodel.

Realizing
�

�
�

with semi-trustedregistrationservice.The
above two settingsassumedthat the registration service
is completelytrustedto perform its task accordingto the
speci�cation.Alternatively, wecanconsiderasettingwhere
therearemultiple registrationservices,wherenosingleser-
vice is trustedby all theparties.Instead,eachparty is will-
ing to “fully trust” only oneof theservices(theoneit reg-
isteredwith), andin additionit is willing to “partially trust”
all otherones.More speci�cally, the servicethat the party
registeredwith is trustedto keepits secretkey secret.The
only trust put in otherservicesis that they agreeto record
only “well-formed public keys” thatwerecomputedbased
on somesecretkey. The keys canbe copiesof eachother,
andthesecretkeys canbemadepublic. Again,

�
�

�

canbe
realizedevenin sucha settingvia essentiallythesamepro-
tocol.
Realizing

�
�

�

using traditional proofsof knowledge.Fi-
nally, we considerthecasewheretheregistrationserviceis
similar to that of

�
�

�
�

, exceptthat the partiesdo not pro-
vide theseed� explicitly to theservice.Instead,eachreg-
isteringparty provides

���

�
� , andin additionengageswith
theservicein a traditional(non-UC)zero-knowledgeproof
of knowledgeof � . Thisprotocoldoesnot realize

���
�

in the
plainUC framework.Still, if weassumethatthereis nonet-
work activity duringtheexecutionof eachzero-knowledge
proof (formally, if we assumethat the environmentdoes
not interactwith theadversaryfor thedurationof thezero-
knowledgeproofwith

�
�

�
�

), thenthisprotocoldoesrealize
�

�
�

. Suchanassumptionmaybereasonablein somecases.

4. Realizing any well-formed functionality

We show how to realize any well-formed function-
ality in the

� � �

-hybrid model. By the following re-
sult from [CLOS02] it suf�ces to realize

�������	�

(presented
in Figure3) in the

�
� �

-hybridmodel.

Theorem4 If there existsaugmentednon-committingen-
cryption,thenanywell-formedfunctionalitycanberealized
in the

�������	�

-hybrid model.2

Functionality 	

� �����

	

� ����� proceedsasfollows, runningwith parties ��������� �
	�	�	

andanadversary� .
1. Upon receiving a value (Commit � � �����
� �����1�,���.��/ �
� )
from ��� , where �

�

�  

�#"!$ , recordthe tuple %�� �����1�,���.��/ �
�+'

andsendthemessage(Receipt � �������
� � ���1�����.��/ ) to � . On
a subsequentmessage(Receipt � ��� ����� �����.�

�
�.�

/ ) from � ,
send(Receipt � ��� ����� �����.�����.��/ ) to ��/ and ignoresubse-
quent(Commit � ��� ����� �����.��� �.��/ �
	�	�	 ) values.
2. Uponreceiving a value(Open � �������
� �����1�

�
�.�

/ ) from �
� :

If thetuple %�� �����.�
�

�.�
/

�
�+' is recordedthensendthemessage
(Open � � ������� �����1�����.��/ ��� ) to ��/ and� . Otherwise,donoth-
ing.

Figure 3. The multi-instance commitment func-
tionality . Eachcommitmentinstancewithin the protocol
hasa uniquecommitmentidenti®er(cid).

Realizing
�������	�

. All known UC commitment
schemes[CF01, CLOS02, DN02] are for the CRS model.
We provide a general technique for adapting all of
these schemesto the

�
�
�

-hybrid model. We demon-
strate this technique for the schemein [CLOS02]. See
[BCNP04] for a treatmentof all otherschemes.
The CLOS scheme.Theprotocolfrom [CLOS02], which is
a variantof the schemein [CF01], usesa CRS � �

�������

� ,
where

�

is a commitmentkey for a statisticallyhiding trap-
doorcommitmentschemeand

�

�

���

���
�

�����

� �

� is anencryp-
tion key for an encryptionschemeof the form

���

���

� �

�

�

� �

���� 
!

�

�

���
�

�
!�!�"

���

� � , where
�

�

� �

haspseudo-randomcipher-
texts (PRC)3 and

�

���
�

is CCA secure;Below we call such

2 An augmentednon-committingencryptionschemeis a realizationof
theidealfunctionalityfor securemessagetransmissionmeetinganex-
tratechnicalrequirement.Suchaprotocolcanbeconstructedfrom any
trapdoorpermutationfamily whereit is possibleto generateafunction
from thefamily without its trapdoor. Suchfamiliesexist e.g.underthe
DDH or RSA assumptions.

3 In a PRC encryptionscheme# all ciphertexts underan encryption
key $ have thesamelength %�& , andanencryption ')(*#+&-,/.10 of a
chosenmessage. is computationallyindistinguishablefrom a uni-

formly randomstring '

�

R
(325476�8595:�; . Suchanencryptionschemeex-

istsgiven any trapdoorpredicatewith somespecialstructure.For in-
stance,they exist undertheDDH or RSA assumptions.



anencryptionschemea CLOSencryptionscheme.A com-
mitmentto a bit � is of the form

��� �

���

�

���

� , where
�

�

��� � � :
	

�

�

��� ��� ,
��


�

� � �

���

8

� and
������
 R

A

���	��
 ��� �����

;
Here � and

8

aretherandombitsusedby
��� � � :
	

�

and
� �

,
respectively. To openthe commitmentonesends

�

�

�

�

�98

� .
The schemeis binding sincean openingto � includesan
openingof

�

to � . It is hiding by the hiding propertyof
��� � � :
	

�

andtheCCA securityof
� �

. In additionto being
bindingandhiding,a realizationof

���������

shouldhave the
following two properties:Simulationequivocality:Thesim-
ulatorshouldbeableto produceequivocalcommitmentsfor
which it canopento both

�

and



. Simulationextractabil-
ity: Thesimulatorshouldbeableto extract thecontentsof
any openablecommitment,even after supplyingan adver-
sarywith arbitrarymany equivocalcommitmentsandtheir
openings.

Simulationequivocality is achieved using the trapdoor
of

��� � � :
	

�

, whichallows to compute
��� �

�

�

�

�

�

� suchthat
��� � � :
	

�

� �

� �

�

� �

�

�

��� � � :
	

�

� 


� �

�

� . Speci�cally,
the simulatorcomputesthe “f ake commitment”

��� �

���

�

�
�

�

�

�

�

8

�

�

�

���

�

�
�

�

�

�

�

8

�

� � ; This looks like a real com-
mitment by the PRC assumption.To open the commit-
mentto bit � thesimulatorsends

�

�

�

�




�98




� . Simulationex-
tractability is achieved using the decryptionkey

<

of
�

�

.
When the simulator receives a commitment

��� �

���

�

���

�

from the adversaryit computes�

�

� 6��

�

���

� and �

�

�

6��

�

���

� . If
��� �

���

�

���

� is openablewith either �

�

or �

�

,
theneither

�

�

��� � � :
	

�

� �

� �

�

� or
�

�

��� � � :
	

�

� 


� �

�

� ,
which allows the simulator to determinethe bit � . Since
the adversarydoes not know the trapdoorof

��� � � :
	

�

,
both possibilitieshappensimultaneouslyonly with negli-
gibleprobability.

Two observationsallow adoptingthe above schemeto
the

�2�
�

-hybrid model. First of all, eachproperty of the
primitivesusedto build the UC commitmentschemeis in
the interestof either thesenderor thereceiver, never both.
Second,someof the propertieshold even if the keys are
only well-formed, i.e.

�

is someencryptionkey and
�

is
somecommitmentkey. We go over the propertiesandob-
serve which partiesareinterestedin which andwhenthey
hold: Computationalbindingof

��� � � :
	

�

: Preventsdouble
openings;In the interestof the receiver; Holds when

�

is
a randomkey. Equivocalityof

��� � � :
	

�

: Usedto construct
equivocalcommitments;In theinterestof thesender;Holds
when

�

is well-formedandthesimulatorcanaccessthetrap-
door. Statisticalhiding of

��� � � :
	

�

: Neededfor the over-
all commitmentto be hiding; In the interestof thesender;
Holdswhen

�

is well-formed.Computationalhidingof
���

:
Neededfor the overall commitmentto be computational
hiding; In the interestof the sender;Holds when

�

is ran-
dom. Decryptionof

� �

: Ensuresextractability; In the in-
terestof thereceiver; Holdswhen

�

is well-formedandthe
simulatorcanaccessthedecryptionkey. Pseudo-randomci-

phertext of
� �

: Neededfor equivocalcommitmentsto look
like realcommitments;In the interestof thesender;Holds
when

�

is random.We learn that the trust is asymmetric:
Thesenderis interestedin

�

beingrandomand
�

beingwell-
formed,andthereceiveris interestedin

�

beingwell-formed
and

�

beingrandom.This canbeguaranteedby thesender
generatingandregistering

�

andthereceivergeneratingand
registering

�

. Theresultingschemeis presentedin Figure4.

Protocol CLOS-KR

CLOS-KR proceeds as follows, running with parties
�+� ����� �
	�	�	 in the 	 �

�


 -hybridmodel,where�&% � '! %#" �
�#' with
" beinganencryptionkey for aCLOSencryptionschemeand

� beinga key for a statisticallyhiding trapdoorcommitment
scheme.

1. Upon its initial activation with sessionid � ��� the party
�

� inputs(register � ��� � ) to 	��

�


 , waits for a value
% �������*���$ %#" ���
�9� '�' from 	

�


 andstores��� .
2. Upon receiving an input

(Commit � � �����
� �����1��� ����/ �
� ) , where �

�

�! 

�#" $ ,
the party ��� inputs (retrieve � ��� ������/ ) to 	

�

�




and waits for a value % � �����.�
/

�*�
/

' from 	

�


 . If
� /% 0 then ��/ terminatesthe protocol with com-
mitment id � ��� . Otherwise,it lets � /& %#"1/ ����/(' , com-
putes '( �*)�+&+ �#,

��-

%��/. �(' , 0213 (0 &
4=% �5.�� ' and

0
�7681

R
� �  

�#" $59 :

�

9 , stores% ��� ����� ����� � � � � � ' andsends
% �������
� �����;' �<02= �<0

�
' to �

/ .
3. Upon receiving a value % �������
� �����>' �<0?= �<0

�
' from �

� ,
where � ��� was not usedbefore, the party �+/ inputs
(retrieve � � �����.��� ) to 	��

�


 and waits for a value
% �������.�

�
�)�

�
' from 	

�


 . If �
�

 0 then �
/ terminates

theprotocolwith commitmentid � ��� . Otherwise,it lets
���@ %#" ���
�=� ' , stores % �������
� � ���1�����<" ���>' �<0

=
�<0 �-' and

outputs(Receipt � ��� ����� �����.��� �.��/ ) .
4. Upon receiving an input (Open � � �����
� �����1�,���.��/ ) ,

wherea value % � �����
� �����
� � � � � ' is stored,the party �
�

sends(Open � � �����
� ����� � ��� ��� ) to �
/ .

5. Upon receiving for the ®rst time a value
% �������
� ����� � ��� ��� ' from ��� , where a value
%�� ����� �������.�����<" ���>' �<0

=
�<0 �-' is stored and

'  �*)�+&+ �A,

��-

%��/. �(' and 0
1

 B0
&
4

% �C. � ' , the
party �

/ outputs(Open ���������
� �����.�
�

�.�
/

�
� ) .

Figure 4. The UC commitment scheme for the key
registration model

Proposition5 If there exist CCA secure encryption,PRC
secureencryptionandstatisticallyhidingtrapdoorcommit-
ments,thentheaboveprotocol realizes

�������	�

in the
�

�
�

-
hybridmodel.



4.1. Keyingonly the committer

In theabovecommitmentschemebothpartiesmustreg-
isterpublic keys.Usinga tool from [DN02], calleda mixed
commitmentscheme,we cangeta schemewhereonly the
senderneedsto have registereda public key. Furthermore,
we usethis type of commitmentto realizeany two party
functionality even when just one of the two partieshasa
registeredpublic key. This propertymay be useful,for in-
stance,in client-server interactions,whereonly the server
hasa publickey. 4

A mixedcommitmentschemeis a commitmentscheme
��� ���

�

��� ����� ����� � � :
	

� with ausualcommitmentfunction
��� � � :
	

andtwo key generators
� ���

�

and
� �����

. A key
generatedas � �

� ���

�

�

�
� is called an E-key and � is
calledthe E-trapdoor. A key generatedas � �

� ����� �

���

is called an X-key and � is called the X-trapdoor. When
� is an E-key,

��� � � :
	
	

is computationallyhiding and
Equivocal (given the E-trapdoor). When � is an X-key,

��� � � :
	
	

is perfectlybindingandeXtractable(giventheX-
trapdoor). Thetermmixedrefersto thekey indistinguisha-
bility requirementthat randomkeys sampledusing

� ���

�

and
� �����

arecomputationallyindistinguishable.Themain
motivation for consideringmixed commitmentschemesis
that theequivocationpropertyof a commitmentschemeis
predominantlya propertythat is solely neededin simula-
tion. A mixed commitmentschemeallows to use a per-
fectly binding commitmentschemein the real-world and
then indistinguishablyreplaceit by an equivocal commit-
mentschemefor thesakeof simulationand/oranalysis.We
demonstratethis technique.

Recall that the receiver picks the commitmentkey in
the CLOS schemeto guaranteebinding andthat the com-
mitmentschemewas statisticallyhiding to guaranteethat
it is hiding even when the receiver picks the key. If in-
steadwe let the senderregisteralso the commitmentkey

�

, but now asan X-key for a mixed commitmentscheme,
then

��� � � :
	

�

is perfectlybindingandthereceiver is again
guaranteedthat

��� � � :
	

�

is binding (in fact, now the ob-
tainedUC commitmentschemeis perfectly binding). To
getbacksimulationequivocality, thesimulatorsimplypicks
theregisteredkey

�

to bea randomE-key insteadof a ran-
domX-key. This is possibleasthesimulatorsimulates

�
�

�

,
andby thekey indistinguishabilitythischangeof key space
will gounnoticedby theadversary. After thechangeof key
space

��� � � :
	

�

is againa trapdoorcommitmentscheme,

4 Realizing any functionality can be done as follows: Having a UC
commitmentschemewhere �

� commits to �
� allows �

� and �
�

to realize �




��
 � for the distribution where 
 is a uniformly random
string, by runninga Blum coin-¯ip protocol.Having realized �




��
��

thepartiescanthenruntheprotocolfrom [CLOS02], which is for the
�




��
 � -hybridmodel.Detailson thecoin-tossingprotocolcanbefound
in [CR03].

andthe overall schemeis identical to the original CLOS-
KR scheme.The analysisthen follows that of the CLOS
scheme.In [BCNP04] we show how to realizemixed com-
mitmentschemesbasedon PRCencryption,giving us the
following result.

Proposition6 If there exist both CCA secure encryption
andPRCsecureencryption,thenthereexistsa sender-keyed
realization of

� �����	�

in the
�2� �

-hybrid model.Further-
more, anytwo-partyfunctionalitycanberealizedevenwhen
onlyoneof thepartieshasa registeredkey.

5. Non-interactive UC zero-knowledge

In this sectionwe show that, as in the CRSmodel,we
canobtaina non-interactiveUC zero-knowledgeargument
systemin the

� � �

-hybridmodel.5 More precisely, we show
how to to realizethe multi-sessionextensionof the ideal
zero-knowledgefunctionality

�����
�

(presentedin Figure5)
in the

�
�

�

-hybridmodel.

Functionality 	��

���

�

	��

���

� proceedsas follows, running with parties ��������� �
	�	�	

andanadversary, givenabinaryrelation � .
1. Upon receiving a value (ZK-prover ����������� � �����

��� �.��/ �
� ��� ) from a party ��� : If %�� ��� '

�

� , then send
(ZK-proof, ������� � ����������� �.��/ �
� ) to ��/ and the adver-
sary. Otherwise,ignore.

Figure 5. The multi-session zero-kno wledg e func-
tionality

The main componentsof our constructionare a CCA
secureencryptionscheme(with errorlessdecryption),and
the ZAP systemof Dwork and Naor [DN00], which is
a two-round public-coinswitness indistinguishable(WI)
proof systemfor ��� . Protocol UC-NIZK (presentedin
Figure 6) is our non-interactive UC zero-knowledgepro-
tocol.Roughlyspeaking,theprotocolproceedsasfollows:
eachparty's public key for theprotocolconsistsof a triple

��� �

�

���

� , where
�

is apublickey for theencryptionscheme,
� is the �rst messageof the ZAP system,and

�

�

� ���

� ,
where

�

is a one-way function and
�

is a uniformly cho-
senstring. (

�

is usedfor the proofswherethe party is the
prover, and �

���

areusedwhentheparty is theveri�er.) To
prove that a statement� is in some ��� -language , the
prover �rst computestwo encryptions

�

�

�5�

�

usingthe en-
cryptionkey speci�edby the�rst partof its own publickey:

5 As in the CRSmodel,we rely on erasuresto obtaina protocol that
is secureagainstadaptive adversaries.Alternatively, without erasures
ourprotocol(aswell asknown non-interactive zero-knowledgeproto-
colsin CRSmodel)areonly secureagainststaticadversaries.



ProtocolUC-NIZK
�

'��������
	 proceedsas follows, running with parties
� � �
	�	�	 �1��� in the 	��

�


 hybrid model.
Key Generation: The function � is given by �&%�"

�

� �('  

%#" ��
���� ' , where � splits � into � = ��
���� , and � = is usedto gen-
eratea encryption/decryptionkey pair %#" ��� '� ��C"�� %�"

�

� ��=#'

for aCCA secureencryptionscheme%��C"�� �70�� � ' with error-
lessdecryption,
 is the®rst messagefor a ZAP system,and

� is usedto compute�� ��+%�� ' , where � is a one-way func-
tion.
Initialization: Upon its initial activation with sessioniden-
ti®er � ��� , party �=� sendsthe message(register � ����� )
to 	 �

�


 and waits to receive back the message% ��� ��� �+�  

%#" ����
;� ��


�

'�' from 	 �

�


 . ��� thenstores��� . Partiesretrievekeys
of otherpartiesas in Figure4; Below we describehow the
protocolproceedsbetween��� and ��/ whenbothpartiessuc-
ceedin retrieving the other party's key %#"-/ ��
9/ ���1/!' respec-
tively %#" �

��

�

���
�

' .
Prover: On input (ZK-prover � ������� � �������.�

�
�.�

/
�
� �
� )

party ��� proceedsasfollows:

1. compute�
=

 0 &
4#%)�����.��/ � � ������� ��������� '

2. compute�-�  0 &
4#%)�����.��/ � � ������� �������

 

�

'

3. computea ZAP proof � for the statementthat either
�

= is an encryption,using "!� asencryptionkey, of the
string %)�

�
���

/
����������� �������
� ' , where� is awitnessfor �

(i.e., %�� �
� '

�

� ) or �-� is anencryption,using "!� asen-
cryption key, of the string %)��� �.��/ ����� ��� � ��������� ' where

�1/� ��+%�� ' . TheZAP proof is computedwith respectto



/

4. eraseall randomnessusedto generate%�� = �
�
�

���&' .
5. send(PROOF, ��������� �������
� ����= �
�

�
��� ) to �

/ .

Veri�er: Upon receiving (PROOF, ������� � �������
� �
��= � �
�

��� )
from party ��� , party ��/ proceedsasfollows:

1. ��/ veri®esthat � is anacceptingZAP with respectto the
message


/ (i.e., thesecondpartof theveri®er's public
key).

2. If the proof is accepting, �
/ outputs (ZK-

proof, ������� � �������.�����.��/ �
� ) .

Figure 6. The Non-Interactive UC Zero-
Kno wledg e Protocol

�

�

is anencryptionof awitnessthat ���  ,
�

�

is anencryp-
tion of thestring

�

�

. Theprover thenusestheZAP system,
with respectto theveri�er messagespeci�edby thesecond
partof veri�er' spublic key, to provethateither

�

�

is anen-
cryptionof a witnessfor � (i.e.,

�

�

decryptsto � suchthat
�

�

�

�

� � holds),or
�

�

is anencryptionof some
�

�

�

�!�

� �

�

where
�

is thethird partof theveri�er' spublickey. (Thatis,
theprovershows thateitherit knowsa witnessto thestate-
ment � , or thatit knowspartof theveri�er' ssecretkey). In
orderto obtainsecurityalsoagainstadaptiveadversarieswe
furthermorerequirethattheprovererasesall randomcoins
usedto constructtheproof.We show:

Theorem7 Assumethe existenceof enhancedtrapdoor
permutations.Then,there existsa non-interactiveprotocol
that realizes

�! 

� � � in the
�2� �

-hybrid modelwith respectto
static adversaries.Furthermore, if secure data erasure is
possiblethen the protocol is secure also againstadaptive
adversaries.

Thetheoremis provenin [BCNP04]. Hereweonly sketch
theintuition behindthesecurityof theprotocol.Recallthat
to completethe proof we needessentiallytwo properties:
simulatabilityof theveri�er' sview, andextractabilityof the
prover's input.We sketchhow thesearedemonstrated.

simulation: To simulatea proof, thesimulatoronly needs
to know a string

�

suchthat
� ���

� �

�

(where
�

is the
one-way function, and

�

is the third part of the veri-
�er' spublickey). Thus,it is nothardto simulategiven
therandomnessusedto construct(thispartof) theveri-
�er' spublickey. Notethatonly theveri�er' ssecretkey
is usedin thisprocess.Also, wedonot requirethatthe
veri�er' skey is randombut only thatit is well formed.

extraction: To extracta witness,thesimulatorsimply de-
crypts

�

�

usingtheprover'ssecretkey. Onceagain,we
only usethefactthattheprover'skey is well formed.

Since both CCA secureencryptionschemes,with error-
lessdecryption,andZAP systemsareknown to exist under
theassumptionof enhancedtrapdoorpermutations[DDN00,
DN00], we thusobtainthefollowing theorem.

6. Handling failur esgracefully

TheCRSmodelis a very cleanandusefulmodel.How-
ever, asmentionedabove,whentheCRSmodelfails it fails
spectacularly.By thiswemeanthatif thecommonreference
stringis generatedbyacorruptedauthority, thenthisauthor-
ity is able to completelybreak the securityof the system,
compromisingcompletelyboththesecrecy andtheintegrity
of the systemin a way that is completelyundetectableby
thehonestparties.In contrast,we show thatin our modelit
is possibleto constructprotocolsthatenjoy a more“grace-
ful” securityanalysis.Theseprotocolswill beUC-securein
thecasethatour assumptionsabouttheotherparties'pub-
lic keys aresatis�ed (essentially, in thecasethatotherpar-
ties' public keys arewell-formed).However, even if these
assumptionsarenot satis�ed, we will still be able to ana-
lyze theseprotocolsandshow thatthey arestand-alonese-
cureasin, say, [C00].6 We notethat without somekind of

6 Thisholdsundertheassumptionthatwecantrustourown publickey.
Webelieve this is a reasonableassumptionasany partycanchooseits
own publickey andmayevenerasethecorrespondingprivatekey later
to avoid leakage(ashonestpartiesin ourprotocolsdo not needto use
theirprivatekey).



setupassumptions,it is not possibleto obtainUC security,
andthusin somesensethis is thebestthatwecanhopefor.

The crucial observation for constructingsuchprotocols
is thatthecommitmentschemein Figure4 is actuallystand-
alonesecure.By this we meanthat the binding property
only requiresthe receiver's public key to be generatedat
random(anddoesnot requirethe sender's key to be even
well-formed), and the hiding property only requiresthe
sender's public key to be safe (i.e., generatedat random
andkept secret)anddoesnot requirethe receiver's key to
be even well-formed.7 Thus this commitmentschemeal-
readyenjoys thekind of “graceful” analysiswe werelook-
ing for. Wecall suchacommitmentscheme(i.e.,acommit-
mentthatis stand-alonesecurewhenever thehonestparty's
key is safe,andin additionis UC secureif theadversary's
key is well-formed)a gracefulcommitmentscheme.

We usea gracefulcommitmentschemeto constructa
“graceful” protocol for any functionality. The key stepis
constructinga “graceful” zero-knowledgeargumentsystem
for ��� (sincethen we can implementthe “commit-and-
prove” functionality which canbe usedto implementany
functionality by the resultsof [CLOS02]). For this, we use
the resultsof Canetti and Fischlin [CF01] on how to use
a UC securecommitmentto constructa UC securezero
knowledgeprotocol.8 Thus, if we take a zero-knowledge
protocol,suchasthe oneof FeigeandShamir[FS89], and
usethereour gracefulcommitmentschemeastheunderly-
ing commitmentscheme,we get a protocol that is at the
sametime (a) stand-alonezero-knowledge if the honest
party's keys randomby the standardanalysisof the zero-
knowledgeprotocoland(b) UC-securezero-knowledgeif
in addition the adversary's key is guaranteedto be well-
formed.Thus,we geta gracefulzero-knowledgeprotocol.
Using sucha zero-knowledgeprotocol,we canfollow the
approachof [CLOS02] to constructa gracefulprotocol for
realizingany functionality. Seemoredetailsin [BCNP04].
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7 Thereceiver alsoneedsto beableto verify that thekey $ of thecom-
mitterde®nesabindingencryptionfunction # & , andsendershouldbe
ableto verify that the key � of the committerde®nesa hiding com-
mitmentscheme.Suchschemescanbeconstructedunderstandardas-
sumptions.

8 [CF01] provedthatif youplugaUC-securecommitmentinto Blum's
parallel Hamiltonicity protocol then it will be UC zero knowledge.
However, thesameanalysishold for many otherhonest-veri®er zero-
knowledgeprotocols.Speci®cally, in order to guaranteestand-alone
securitywe caneitherusea sequentialversionof Blum's protocol,or
alternatively theconstant-roundprotocolof FeigeandShamir[FS89].
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